Web Application Report

This report includes important security information about your web
application.

Security Report

This report was created by IBM Security AppScan Standard 9.0.3.12, Rules: 17339
Scan started: 5/7/2024 11:22:49 AM



Table of Contents

Introduction

General Information
Login Settings

Summary

Issue Types

Vulnerable URLs

Fix Recommendations
Security Risks

Causes

WASC Threat Classification

Issues Sorted by Issue Type

5/9/2024

Missing Secure Attribute in Encrypted Session (SSL) Cookie @
Autocomplete HTML Attribute Not Disabled for Password Field @
Cacheable SSL Page Found €

Check for SRI (Subresource Integrity) support @

Missing or insecure "Content-Security-Policy" header @
Missing or insecure "X-XSS-Protection" header @

Missing or insecure HTTP Strict-Transport-Security Header @
Unsafe third-party link (target="_blank") @

Application Error

Application Test Script Detected @

Email Address Pattern Found @

Integer Overflow @

Internal IP Disclosure Pattern Found @

SHA-1 cipher suites were detected @

Unsanitized user input reflected in JSON @



Introduction

This report contains the results of a web application security scan performed by IBM Security AppScan Standard.

Medium severity issues: 1
Low severity issues: 30
Informational severity issues: 59

Total security issues included in the report: 90
Total security issues discovered in the scan: 90

General Information

Scan file name: MCIT_LifeRay
Scan started: 5/7/12024 11:22:49 AM

Test policy: Default
Host mcit-liferayqc.linkdev.com
Port 443

Operating system: Unknown
Web server: Unknown

Application server: JavaAppServer

Login Settings

Login method: Recorded login
Concurrent logins: Enabled
JavaScript execution: Disabled
In-session detection: Enabled

In-session pattern:
Tracked or session ID cookies:
Tracked or session ID parameters:

Login sequence:
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Summary

Issue Types @

n Application Error
n Application Test Script Detected

n Email Address Pattern Found

n Integer Overflow

n Internal IP Disclosure Pattern Found
n SHA-1 cipher suites were detected

n Unsanitized user input reflected in JSON

Issue Type Number of Issues

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Autocomplete HTML Attribute Not Disabled for Password Field
Cacheable SSL Page Found

Check for SRI (Subresource Integrity) support

(¢,

w
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Missing or insecure "Content-Security-Policy" header
Missing or insecure "X-XSS-Protection" header

Missing or insecure HTTP Strict-Transport-Security Header

N N NN oo

Unsafe third-party link (target="_blank")

O = O O = -

Vulnerable URLs &
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Number of Issues

https://mcit-liferayqc.linkdev.com/c 2 I
https://mcit-liferayqc.linkdev.com/web/guest/home 5 |
https://mcit-liferayqc.linkdev.com/account-type 3 |

https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-forgot-pass 1
word-ar

https://mcit-liferayqgc.linkdev.com/documents/d/guest/mcit-home-new 1
sletter-ar

TOC

TOC



https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-individual-r 1
egistration-ar

https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-recruitment 1
-ar

https://mcit-liferayqc.linkdev.com/home

https://mcit-liferayqc.linkdev.com/individual-registeration

n https://mcit-liferayqc.linkdev.com/web/ 1
n https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplicationtypes 3

|
|
https://mcit-liferayqgc.linkdev.com/o/frontend-js-loader-modules-exten 1
der/loader.js
https://mcit-liferayqc.linkdev.com/o/js_resolve_modules 6 I
thfttps://mcit-liferach.Iinkdev.com/o/mcit-theme/fonts/Bukra-Medium.o 1
https://mcit-liferayqc.linkdev.com/o/mcit-theme/js/main.js 1
https://mcit-liferayqc.linkdev.com/o/mcit-theme/manifest.json 4
https://mcit-liferayqc.linkdev.com/recruitment 3 I
https://mcit-liferayqc.linkdev.com/web/guest/recruitment-options 3 I
https://mcit-liferayqc.linkdev.com/c/portal/login 1
n https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/ 37 e
I https://mcit-liferayqc.linkdev.com/o/mcit-common-apis/v1.0/uploadFil 1 |
e
I https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRe 7 -
gistration
|
H
|

N

https://mcit-liferayqgc.linkdev.com/o/mcit-forgot-password/v1.0/forgot-
password

Fix Recommendations @ TOC

Remediation Task Number of Issues

|\ Add the 'Secure' attribute to all sensitive cookies 1 |

Add the attribute rel = "noopener noreferrer" to each link element with 7
target="_blank"

Add to each third-party script/link element support to 1
SRI(Subresource Integrity).

Change server's supported ciphersuites 1

Config your server to use the "Content-Security-Policy" header with 2
secure policies

Config your server to use the "X-XSS-Protection" header with value 2

1" (enabled)

Correctly set the "autocomplete" attribute to "off" 1
Implement the HTTP Strict-Transport-Security policy with a long 2
"max-age"

Prevent caching of SSL pages by adding "Cache-Control: no-store” 15
and "Pragma: no-cache" headers to their responses.
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Remove e-mail addresses from the website
Remove internal IP addresses from your website

Remove test scripts from the server

O -~ O -

Review possible solutions for hazardous character injection

Verify that parameter values are in their expected ranges and types. 41
Do not output debugging error messages and exceptions

Security Risks @ TOC

Number of Issues

/[ It may be possible to steal user and session information (cookies) 1 |
that was sent during an encrypted session

It may be possible to bypass the web application's authentication 1
mechanism

It is possible to gather sensitive information about the web application 28 I
such as usernames, passwords, machine name and/or sensitive file
locations

In case the third-party server is compromised, the content/behavior of 1
the site will change

It is possible to persuade a naive user to supply sensitive information 13
such as username, password, credit card number, social security

number etc.
n It is possible to gather sensitive debugging information 41 D
It is possible to download temporary script files, which can expose 1 |

the application logic and other sensitive information such as
usernames and passwords

It may be possible to steal or manipulate customer session and 10 e
cookies, which might be used to impersonate a legitimate user,

allowing the hacker to view or alter user records, and to perform

transactions as that user

Causes @@ TOC

Number of Issues

'/l The web application sends non-secure cookies over SSL 1 I
Insecure web application programming or configuration 14
Sensitive information might have been cached by your browser 15
There is no support to Subresource Integrity. 1
The rel attribute in the link element is not set to "noopener 7
noreferrer".
I Pr?per bounds checking were not performed on incoming parameter 41 ]
values
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I No validation was done in order to make sure that user input 41 ]

n Temporary files were left in production environment 1

I The web server or application server are configured in an insecure 1

matches the data type expected

way

user input

I Sanitation of hazardous characters was not performed correctly on 9 [

WASC Threat Classification TOC

Threat Number of Issues

5/9/2024

Abuse of Functionality 7
Cross-site Scripting 9
Information Leakage 65
Integer Overflows 6
Predictable Resource Location 1
Remote File Inclusion 1
Server Misconfiguration 1



http://projects.webappsec.org/Abuse-of-Functionality
http://projects.webappsec.org/Cross-Site Scripting
http://projects.webappsec.org/Information-Leakage
http://projects.webappsec.org/Integer-Overflows
http://projects.webappsec.org/Predictable-Resource-Location
http://projects.webappsec.org/Remote-File-Inclusion
http://projects.webappsec.org/Server-Misconfiguration

Issues Sorted by Issue Type

M  Missing Secure Attribute in Encrypted Session (SSL) Cookie @

Issue 1 of 1 TOC

Missing Secure Attribute in Encrypted Session (SSL) Cookie
Severity: Medium |

CVSS Score: 6.4

URL: https://mcit-liferayqc.linkdev.com/c

Entity: LiferayJWTToken (Cookie)

Risk: It may be possible to steal user and session information (cookies) that was sent during an encrypted
session

Causes: The web application sends non-secure cookies over SSL

Fix: Add the 'Secure' attribute to all sensitive cookies

Reasoning: AppScan found that an encrypted session (SSL) is using a cookie without the "secure"
attribute.

Test Requests and Responses:

GET /c HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortleté&p_p_lifecycle=0&p_p_state=maximized&p p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_SUPPORT=true;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

7gsaS=ID=l755b564f4af542O :T=1701520365:RT=1701520365: S=ALNIiMaTXOVHpKBerX—ZDNGSSOTIECFDg;
ID=78692f674d56476771344b754c46314878394£5043513d3d; GUEST_LANGUAGE_ID=ar_ SA;
_ga=GA1.1.128297136.1599395143; _ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
LFR_SESSION_STATE 20099=1715073020896; JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF;
COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate
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https://mcit-liferayqc.linkdev.com/c

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Cache-Control: max-age=0

Accept:

text/html, application/xhtml+xml,application/xml;g=0.9, image/avif, image/webp, image/apng, */*;q=0.8,
application/signed-exchange;v=b3;g=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: document

HTTP/1.1 302

Location: https://mcit-liferayqc.linkdev.com/c/portal/layout

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

Content-Length: 0

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=5C030282COE25C8DBA7507BC4319F8B4; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:31:33 GMT

GET /c/portal/layout HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/c

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_ SUPPORT=true;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564£4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga=GA1.1.128297136.1599395143; GUEST LANGUAGE_ID=ar_ SA;
ID=78692f674d56476771344b754c46314878394£5043513d3d;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_20099=1715073020896;
JSESSIONID=5C030282CO0E25C8DBA7507BC4319F8B4; COMPANY ID=20096

Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 302

Location: https://mcit-liferayqgc.linkdev.com/web/guest/home
Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform
Content-Length: 0

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Date: Tue, 07 May 2024 09:55:03 GMT

Content-Type: text/html;charset=UTF-8

GET /web/guest/home HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/c/portal/layout

Cookie: _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_SUPPORT=true;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
AigsaS=ID=1755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGSBOTIECFDg;
_ga=GA1.1.128297136.1599395143; GUEST LANGUAGE ID=ar SA;
ID=78692f674d56476771344b754c46314878394£5043513d3d;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 20099=1715073020896;
JSESSIONID=5C030282C0E25C8DBA7507BC4319F8B4; COMPANY ID=20096

Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform
X-Content-Type-Options: nosniff
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Keep-Alive: timeout=20

Cache-Control: private

Date: Tue, 07 May 2024 10:31:38 GMT
Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta
<meta

Ologleadl duiiSy oYla¥ ! 5,05y = dwa sy dI</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="olaogleall sy VLo 5405y — daan sy dl"
name="keywords" content="olaoglrall LiiiSy OVLlai¥l 503y — Liws sy Ji">
name="format-detection" content="telephone=no">
property="og:url" content="/web/guest/home" />
property="og:type" content="Webs

/>
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Issue

Autocomplete HTML Attribute Not Disabled for Password Field @

1 of 1 TOC

Autocomplete HTML Attribute Not Disabled for Password Field

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/home

Entity: home (Page)

Risk: It may be possible to bypass the web application's authentication mechanism
Causes: Insecure web application programming or configuration

Fix: Correctly set the "autocomplete" attribute to "off"

Reasoning: AppScan has found that a password field does not enforce the disabling of the

autocomplete feature.

Test Requests and Responses:

5/9/2024

GET /web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortlets&p_p_lifecycle=0&p_p_state=maximized&p_ p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/c/portal/login?p 1 id=129

Cookie: COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=D665878CFE4205F850A8E9C7B1AF8D24; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:06:08 GMT

Content-Type: text/html;charset=UTF-8
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https://mcit-liferayqc.linkdev.com/web/guest/home
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<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Slagdrad! scisy oYlay ! byl 3y — duwasydi</title>

<meta name="viewport" content="width=device-width, width=device-width" />

<meta name="description" content="oleglrall diiisy oYLaN! 5403 — Lawa Sy i" />

<meta name="keywords" content="olaoglzall Liiily oYLaNI 503 — w5y JdI">

<meta name="format-detection" content="telephone=no">

<meta property="og:url" content="/web/guest/home?
p_p_id=com liferay login_web_portlet_ LoginPortletsp_p_lifecycle=0&p_p_state=maximized&p_ p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet _mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false" />

<meta property="og:type" content="Website" />

<meta property="og:title" content="olaoglraldl ity ONLaN! 54015y — dwn Sy dl"™ />

<meta property="og:description" content="ologlrall iiisy oYLa¥! 5405 — a5y " />

<meta property="og:image" content="https://mcit-liferaygc.linkdev.com/o/mcit-theme/images/logo-
share.png" />

<meta property="og:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-
web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay__/exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
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clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/_ _liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/__liferay /exports/@clayui$loading-indicator.js","@clayui/panel":"/o/frontend-
taglib-clay/_ liferay /exports/@clayuiS$panel.j

<input class="field form-control"
id="_com_liferay login web_ portlet LoginPortlet mcit-login-password"
name="_com_liferay login web portlet LoginPortlet password" title=",, 0]l 4als" type="password"
value="" />

Cacheable SSL Page Found B

Issue 1 of 15 TOC

Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Entity: js_resolve_modules (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.
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https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

GET /o/js_resolve modules?modules=frontend-js-spa-web%405.0.44%2Finit HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p p_ mode=vi
ew&_com_liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga KLXXS5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715070788022;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

_ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; COOKIE SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive

Content-Length: 6078

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: no-cache

ETag: W/"d18b97c3-14£5-489a-90fa-791afa57880a"
Set-Cookie: JSESSIONID=FA891FCD20C9A147073C2593CC3ED7A0; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:50 GMT
Content-Type: application/json;charset=UTF-8

{
"pathMap": {

"frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen",
"frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen",
"frontend-js-spa-web@5.0.44\/surface\/Surface": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/surface\/Surface",
"frontend-js-spa-web@5.0.44\/cacheable\/Cacheable": "\/o\/js\/resolved-

module\/frontend-js-spa-web@5.0.44\/cacheable\/Cacheable",
"frontend-js-spa-web@5.0.44\/app\/LiferayApp": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/app\/LiferayApp",

"frontend-js-spa-web@5.0.44\/app\/App": "\/o\/js\/resolved-module\/frontend-js-
spa-web@5.0.44\/app\/App",
"frontend-js-spa-web@5.0.44\/screen\/EventScreen": "\/o\/js\/resolved-

module\/frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"frontend-js-web@5.0.97\/index": "\/o\/js\/resolved-module\/frontend-js-
web@5.0.97\/index",

"frontend-js-spa-web@5.0.44\/route\/Route": "\/o\/js\/resolved-module\/frontend-
js-spa-web@5.0.44\/route\/Route",
"frontend-js-spa-web@5.0.44\/util\/utils": "\/o\/js\/resolved-module\/frontend-

js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.0.44\/util\/pathParser": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/util\/pathParser",

"frontend-js-spa-web@5.0.44\/screen\/HtmlScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/HtmlScreen",

"frontend-js-spa-web@5.0.44\/init": "\/o\/js\/resolved-module\/frontend-js-spa-
web@5.0.44\/init",

"frontend-js-spa-web@5.0.44\/screen\/Screen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/Screen",

"frontend-js-spa-web@5.0.44\/screen\/RequestScreen": "\/o\/js\/resolved-
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module\/frontend-js-spa-web@5.0.44\/screen\/RequestScreen"
by
"configMap": {

by
"resolvedModules": [
"frontend-js-web@5.0.97\/index",
"frontend-js-spa-web@5.0.44\/surface\/Surface",
"frontend-js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.0.44\/util\/pathParser",
"frontend-js-spa-web@5.0.44\/route\/Route",
"frontend-js-spa-web@5.0.44\/cacheable\/Cacheable",
"frontend-js-spa-web@5.0.44\/screen\/Screen",
"frontend-js-spa-web@5.0.44\/app\/2App",
"frontend-js-spa-web@5.0.44\/app\/LiferayApp",
"frontend-js-spa-web@5.0.44\/screen\/RequestScreen”,
"frontend-js-spa-web@5.0.44\/screen\/HtmlScreen",
"frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen",
"frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen",
"frontend-js-spa-web@5.0.44\/init"
1,
"moduleMap": {
"frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen": {
".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils"
} ,
"frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen": {
".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen"
} ,
"frontend-js-spa-web@5.0.44\/surface\/Surface": {
"frontend-js-web": "frontend-js-web@5.0.97\/index"
} ,
"frontend-js-spa-web@5.0.44\/cacheable\/Cacheable": {
"frontend-js-web": "frontend-js-web@5.0.97\/index"
} ,
"frontend-js-spa-web@5.0.44\/app\/LiferayApp": {
"..\/surfac
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/manifest.json

Entity: manifest.json (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").
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Test Requests and Responses:

GET /o/mcit-theme/manifest.json HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/home/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: manifest

HTTP/1.1 200

Last-Modified: Thu, 02 May 2024 04:58:18 GMT
Connection: keep-alive

Content-Length: 100

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

ETag: W/"100-1714625898000"

Set-Cookie: JSESSIONID=E90AC3E46AEB1D8C025F1F93120E5B4A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:51 GMT
Content-Type: application/json

{

"name": "MCIT",
"Short_name": "MCIT",
"display": "fullscreen",
"scope": "/"

}
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/fonts/Bukra-Medium.otf

Entity: Bukra-Medium.otf (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
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no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

Issue

This request/response contains binary content, which is not included in generated reports.
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/home

Entity: home (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:
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GET /home HTTP/1.1

Sec-Fetch-Site: none

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept:

text/html, application/xhtml+xml,application/xml;g=0.9, image/avif, image/webp, image/apng, */*;q=0.8,
application/signed-exchange;v=b3;g=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: document

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform
X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

TOC
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Set-Cookie: JSESSIONID=635B598C22E03A9CFB3F7DDDFCEC1274; Path=/; Secure; HttpOnly
Set-Cookie: COOKIE_SUPPORT=true; Max-Age=31536000; Expires=Wed, 07 May 2025 09:26:52 GMT;
Secure; HttpOnly

Path=/;

Set-Cookie: GUEST_ LANGUAGE_ID=ar_SA; Max-Age=31536000; Expires=Wed, 07 May 2025 09:26:52 GMT;

Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:54 GMT
Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta

<meta

<link

Olagdaadl dyiisy oYLa¥ ! by03s - Lewsydi</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="olsglzall Liiiiy VLla¥! 303 — Lawniy "
name="keywords" content="olsglrall Liiisy OYLlai¥!l 503y — Liws sy Ji">
name="format-detection" content="telephone=no">
property="og:url" content="/home" />
property="og:type" content="Website" />
propert :title" content="ologlzeall Luiily oYLas¥l 5405y — w5y JIi"

/>

/>

property="og:description" content="oloegleall LiiiSy OYLas¥l 5,059 — LwaSyIi" />

property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-
share.png" />
property="og:image:secure_url" content="https://mcit-liferaygc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />
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<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-

clay/ liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal"™:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/ liferay /exports/@clayuiS$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ 1liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-

clay/ liferay /exports/@clayuiStime-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/__liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/frontend-
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-home-newsletter-ar

Entity: mcit-home-newsletter-ar (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"
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headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

TOC
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GET /documents/d/guest/mcit-home-newsletter—-ar HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/home

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Last-Modified: Thu, 28 Mar 2024 09:09:12 GMT

Connection: keep-alive

Content-Length: 949

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: private

Content-Disposition: attachment; filename="mcit-home-newsletter-ar.json"
Set-Cookie: JSESSIONID=3247456FD5648D779BFC8C996BCF4BAD; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:51 GMT

Content-Type: application/json

"subscribe": "4 &M,

"now": " ¥I",

"email™: " Sy dSIYl a1,
"enterYourEmail": " _s,usyl Juoys Jsoit,

"subscriptionParagraph": "olgxll 15LSy ologlrall LizglgiSSy oV Lasyl 5,155 ge olaglaall &l e &yxidd
Lot L™,

"subscribedSuccessfully": "glxio Lioad L)Lyl spaddl 6 asyisl aal",

"serverError": " sl poladl b Las"

"Subscribe Now": " ¥I 45",

"subscribed": "4 ",

"Thanks for subscribing": "Jisay!l e | ,<4",

"email-already-in-use-in-newsletter": "u.,;, JLss| oz GJeddls pl Gl and S5SNI w1

FETE IR TSCT TN

"emailValidation": "axJlo Sy 58] woy ol gde Il el I
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-individual-registration-ar

Entity: mcit-individual-registration-ar (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:
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GET /documents/d/guest/mcit-individual-registration-ar HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/individual-registeration

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwWLrX-
ZDNGS8OTIECFDg; ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; LFR_SESSION_ STATE 20099=1715071585564;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EO03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Last-Modified: Mon, 29 Apr 2024 16:36:20 GMT

Connection: keep-alive

Content-Length: 5097

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: private

Content-Disposition: attachment; filename="mcit-individual-registration-ar.json"
Set-Cookie: JSESSIONID=40CF2C04CD055BC7D70572C46789956B; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:31:39 GMT

Content-Type: application/json

{

"createAcc": "olu> sLiSI",

"fieldsValidationWarning": "ZLaxiJdl dode Jax3 S Jsdxll gaax",
"mandatory": "4l 3JI",

"basicInfo": "iLiwlwl Oleglza",

"contactInfo": "JLa¥!l olaglza",
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"fullNameEn": "di,jlxs¥l 4xldly) JolsSdl pu¥I) ",
"fullNameAr": "iiy=ll Liddly) Jolsdl aw¥I)™,
"firstName": "J ¥ pu¥I",

"lastName": "Y1 aw¥I",

"english": " (idxsyn)",

"arabic": " (iiy=dl)",

"dateOfBirth": "sadl &, L5",

"gender": "pixJI",

"male": " ,<3",

"female": " S5,

"nationality": " diwixlI",
"countryOfResidence": "L Jlxll d.L3YI didga",
"city": "iae ™,
"passportIdResidenceNumber": "i,egll / doL3YI / jawll jls> ady",
"next": " LI,

"cancel": "sLall",

"email™: " e SSIYl w1,

"verify": ".sls",

"username": "aliiwadl awl",

"password": "4 el LadS",

"retypePassword": ", ell ialS a5,
"mobileNum": "JIgxJl ad,",

"previous": "@;lwldl",

"success": " Lx3",

"accountSuccess": "plxio dolus> sl a5 41",
"goToHomepage": " LSyl dxdall I S50,

"otpEmailTitle": " S, 38 Y Juosy oo Gddd busl g byad yapadl dadS Jlso| el ™,

"otpMobileTitle": "Jsaxaldl diSla pdy | su>ly byad yoy0 dadS Je soixs 5 uad duad Ldlwy Jluyl

"oneTimePass": " J| 54>y yat jopadl dodS Jluy| 5",
"codeValidity": "J aJlls oI,

"minute": "diiss",

"validate": "@gaxill",

"resendPassword": "su>ly 5 e jgyadl LaldS Jlwyl solel",
"wrongEmail": "SUbLs i sSdl lays adssi”,
"submit": "Jaw",

"select": ",si",

"retriesExpired": "o Jl o Gixidl o¥glxe Lo agist",
"codeError": "aJllo e GExidl joy.",

"serverError": "L, Lhs JUw.",

"
’
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"timeExpired": "gdxidl juy Jleyl dolel eloyy abgldl i,
"tryAgain": "s sl b, JyLs",

"verifyEmail": "o pladl S paSY Il Lol g gdaidl 0",
"verifyMobile": "Jgaxaldl diSle pdy o Gl 2.,

"invalid-english-names": "L jdxSY Ll USbadl pwly Jo¥1 pe¥l JLss! dbde ax)",

"invalid-arabic-names": "1l =]l LIl ALl pwly Ja¥! aweY ! JLo! e ax",
"mobile-phone-exist": "Jailly ssree ST sl Jeaxedl GSleldl",
"Identity-number-exist": "Jaidly sgzge 4ol aed il dogedl ady",
"not-same-password": " s ;all dalS g0 Golhio Y Lesdsod Sl sl el wsbsm,

"email-exist": "Jaidly ssrge BT il S SSIY T i,

"token-expired": " sl uxdl ] adoy L@l

"server—error": "L, Uas JUam.",

"firstNameLastNameErrorEn": " i, 5¥l Ll 45La]dl pwly JeY1 pa¥ !l JLES] o s ="
"LastNameArError": "i =)l LdJl, U5l pul JLs] o asUIl 0",

"firstNameArError": "iiyedl Ll Je¥1 pw¥ ! JLsol g aSLU oy,
"firstNameLastNameError": "ixd ¢lu S8 e 2U5Ladl puly oY1 pu¥! JLss) sley i,
"LastNameEnError": "ijdxiVl Ll Uoledl pwl JLssl g aSUTUL >p0",
"firstNameEnError": "i,jodx iVl Lddly Je¥1 aw¥l JLso) oo LSO 20",

"confirmation-password-must-be-the-same-as-the-password": " iusS wis » (S5 ol wx Hopad! dadS
BEB=S LA

"passwordPattern": "jgay o pliyl 5 >l e seixd of oy LUy 20 I 6 o 0S50 of e,
"pleaseVerify": "gaxiJl «l>,",

"arabicPattern": "his Liyye dyy> JLEol sy I,

"englishPattern": "hid i,jdxsl dyy> JLEoI sy dI",

"failure": "slhz",

"emailValidation": "axllo s bSd] woyo ol sds I sl ™,

"required": "oslho Jixll 1da",

"phoneValida
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/individual-registeration

Entity: individual-registeration (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /individual-registeration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/client

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwWLrX-
ZDNGS8OTIECFDg; _ga=GA1.1.128297136.1599395143;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; LFR_SESSION_STATE_20099=1715071579366;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EO03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

x-csrf-token: VIJjAd6Jf

x-requested-with: XMLHttpRequest

sec-ch-ua-mobile: 20

x-pjax: true

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=B2653273E5210639E1A1EE82BA4C2114; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:30:25 GMT

Content-Type: text/html;charset=UTF-8
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<!DOCTYPE html>

27



5/9/2024

<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Ologdaedl LiiSy oY Lay ! 8,05 — o131 Juswi</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="ologlrall sy oV LaN ! 5403 — of 33N Jumas" />
<meta name="keywords" content="oleglaell Liidy oY La¥ 1 b,05s — ol 481 Jomas">
<meta name="format-detection" content="telephone=no">
<meta property="og:url" content="/individual-registeration" />
<meta property="og:type" content="Website" />
<meta property="og:title" content="ologlrall iisy oNLa™N | 5405 = of 381 Jomas" />
<meta property="og:description" content="olaglaall duiily SYLaNl 5,05 — ol )81 Jusws" />

<meta property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

share.png" />
<meta property="og:image:secure url" content="https://mcit-liferayqc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayuiS$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
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clay/__liferay_ /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/_liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-

clay/ liferay /exports/@clayuiSautocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/ liferay /exports/@clayui$loading-indicator.js","@clayui/panel":"/o/frontend-
taglib-clay/__liferay /exports/@clayui$panel.js","@clayui/drop-down":"/o/frontend-taglib-
clay/ 1i

8 of 15

Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/account-type

Entity: account-type (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /account-type HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortleté&p p lifecycle=0&p_p state=maximized&p_p mode=vi
ew&_com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

LFR_SESSION_STATE 20099=1715071553037; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0; COOKIE_SUPPORT=true;

GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

TOC
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Host: mcit-liferaygc.linkdev.com
Upgrade-Insecure-Requests: 1
Sec-Fetch-Mode: navigate
sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng,*/*;qg=0.8,
application/signed-exchange;v=b3;g=0.7
Sec-Fetch-User: 21

Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: document

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=BBEB3B653EBOA4BF373F5C5EF8C77970; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:28:41 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>

5/9/2024



5/9/2024

<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta

Slogleadl diliSy oYLas¥ ! byl — Joowasdl of yLSSI</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="oloeglzall LuidSy oY LasN! 55055 — Josasdl ol jLSEI" />
name="keywords" content="olaegleall LiiiSy OYLai¥l b0y — Joawidl ol jLISI">

name="format
propert

propert

share.png" />

<meta

property="og

-detection" content="telephone=no">
"og s

g:
property="og:
property="og:
og:
property="og:

url" content="/account-type" />

type" content="Website" />

title" content="olaglaall Luiidy Y LaNI b,y05y — Jooasidl ol jLuSSI" />
description" content="olagleall LisiSy oYLas¥l byl 3y — Joowas Il of yLISSI" />
image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-

theme/images/logo-share.png" />

<link

rel="manifest" href="/o/mcit-theme/manifest.json">
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<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-

clay/ liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal"™:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-
clay/__liferay__/exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$provider.js","@clayui/
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/recruitment-options

Entity: recruitment-options (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

GET /web/guest/recruitment-options HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/home/client

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

LFR_SESSION_STATE 20099=1715073020896; _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_NI1TBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073077970;
~ga=GA1.1.128297136.1599395143;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
ID=78692f674d56476771344b754c46314878394£5043513d3d; COMPANY_ ID=20096; COOKIE_ SUPPORT=true;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW41iLCIJwdWJIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVEFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
NxZU9sYVNQOG14SjhyRkh2bU45SXhGKOptR2NENkd] Z2ys0M21ge3JSVBWA25Ec] 1zbmx1Z2nJInYX0zR3Jt TCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4Wn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7giz17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1R559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU_aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJNDL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; GUEST LANGUAGE ID=ar_ SA

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

x-csrf-token: MEQeGkLB

x-requested-with: XMLHttpRequest

sec-ch-ua-mobile: 2?0

x-pjax: true

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=F5FEF704BF4BA09031B6F515D64F384F; Path=/; Secure; HttpOnly
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Date: Tue, 07 May 2024 09:55:26 GMT

Content-Type:

text/html;charset=UTF-8

<!DOCTYPE html>

34



5/9/2024

<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Ologlaedl dbiSy oYLlaN! 5,15 — dubeidI</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="oleglrall Liisy VLlaN| 5,015 — dubei ™ />
<meta name="keywords" content="olaoglzall Liiily oYLaNI 503y — cabgi ">
<meta name="format-detection" content="telephone=no">
<meta property="og:url" content="/web/guest/recruitment-options" />
<meta property="og:type" content="Website" />
<meta propert og:title" content="ologlzeall Lisily YLad¥l 3,13y — cnbeidl™ />
<meta property="og:description” content="ologlrall iy oYLa¥l 5,03 — cubeidl™ />

<meta property="og:image" content="https://mcit-liferaygc.linkdev.com/o/mcit-theme/images/logo-

share.png" />
<meta property="og:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />
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<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-

clay/ liferay /exports/@clayuiS$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-forgot-password-ar

Entity: mcit-forgot-password-ar (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /documents/d/guest/mcit-forgot-password-ar HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/forgot-password

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0; _ga=GA1.1.128297136.1599395143;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
LFR_SESSION_STATE 20099=1715072841895; COOKIE SUPPORT=true; GUEST LANGUAGE ID=ar_ SA;
JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
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sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

HTTP/1.1 200

Last-Modified: Wed, 24 Apr 2024 13:27:31 GMT

Connection: keep-alive

Content-Length: 2235

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: private

Content-Disposition: attachment; filename="mcit-forgot-password-ar.json"
Set-Cookie: JSESSIONID=0FODFD74A77BBD676A494719AB589010; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:52:24 GMT

Content-Type: application/json

"forgotPassword": " jull LalS cuws Ja",

"fieldsValidationWarning": "Jsixdl u>i",

"mandatory": "4l 3JI",

"passportIdResidenceNumber™": "i,sg I/ iol3Y 1/ hull j1 4> ady",
"passportIdResidenceCommercialNumber": " Jowll a3,/3iol3Y 1/ il 314> ady",
"individual": " 3",

"corporate": "4is,a",

"chooseBetweenIndividualOrCorporate™: "isyd oi s,3 u 51",

"cancel": "s«LaJI",

"email™: " g SIYl w1,

"username": "aliiuwall awl",

"mobileNum": "Jlsx Il ady",

"success": " Lx",

"accountSuccess": "duyyo g GExidl oo ol S paST] Wy Jley!l sl
"goToHomepage": " ijwiiyltl dxiall I Jas1",

"submit": " Jxw",

"failure": "Jaa",

"tryAgain": "e,sl by Jgls",

"captchaError": "gaxiJl j.y JsoI",

"recaptcha-is-not-valid": "@Gixo ju& o, lI",

"please-provide-your-data": "olLiLodl JLsol fgxyl ",

"invalid-user-email"”: "aixwo jaf S SSIYI w1,
"email-does-not-match-commercial-number": "Jowl! padydd Golhoe jud S dSIY au ",
"no-information-stored-this-user": "pwiiuwoell 1ig) L5350 Ologlas 43 Y. ",
"email-does-not-match-identity-number": "di,ag il ad) Golly ¥ S0y A dlL",

"invalid-corpRegister-Number-or-individualld": "zixe & Josaidl ad) / d,agll ady",

"serverError": " Jsladl paladl b Las",
"searchCountry™: "uil ge dani™,
"invalidFormErrorMsg": "pady i ,Ss,usyl aopndl t LU odsaadl g SV e Sasly dans JLss) sl
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Joradl a8/ g 1/ A0LEY 1/ il 1 42",
"mcit-logo": "olaeglrall @Sy o¥LaNI o By0 54",

"password-should-not-equal-old-password": " dLlaouidl gl dedS guis (eSS yi oy bdod ]l yg el dads"

}
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/documents/d/guest/mcit-recruitment-ar

Entity: mcit-recruitment-ar (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /documents/d/guest/mcit-recruitment-ar HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga N1TBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;

_ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 116486=1715073208993;
_ga=GA1.1.128297136.1599395143; _ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxMTYOODYiLCIJyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUIODQVE4QU1JSUJDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd ] Z2ys0M21qc3JjSVBWA25Ecilzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZithlemIuY29tIn0.Su2RApO£Tmyt3hVNREy1sLS1DF7VKVOq_acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgQFHOE£72
BWbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
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sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

HTTP/1.1 200

Last-Modified: Wed, 01 May 2024 09:19:12 GMT

Connection: keep-alive

Content-Length: 3364

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: private

Content-Disposition: attachment; filename="mcit-recruitment-ar.json"
Set-Cookie: JSESSIONID=AS5CBB5C122EF39975B08A91BF0654E96; Path=/; Secure;
Date: Tue, 07 May 2024 09:58:30 GMT

Content-Type: application/json

"fullNameEn": "i,jdaiy! Laddly) Jolsdl audl) ",
"fullNameAr": " i, =)l 1ally) JolSIl aw¥l)",
"dateOfBirth": "sadl &oyL5",

"nationality": " L',
"countryOfResidence": " i Jlall d.L3YI ilyo",
"city": "diadi™,

"gender": "pixJI",

"male": " ,s3",

"female": " S,

"noDataFound": "olLSLy a>ss ¥",
"passportIdResidenceNumber": "isell / Lol3Y1 / jawll 31> ady",
"educationQualification": "diel=ildl Odajell™,
"anotherEducationQualification": " 3T _wl,> Jaja",
"Qualification": " wlyudl Jajgadl",
"QualificationFrom": "(.",

"graduationDate": "z, xidl Lw",

"universityName": "dizolxdl pwl",

"specialization": "puaxidl",

"average": "JuzaJI",

Tedlelg Tanf T,

"delete": "aw.",

"listOfExperience"”: "5 sl Jbea",
"professionalExperience": " i lax]l &k ]l",

"anotherExperienceQualification": "¢ 3! iilas 53",
"jobTitle": " _iubsll Lawall™,

"employer": "L Jlxldl JaxJl igx2",

"dateFrom": "o goyLidI",

"dateTo": " JI aoylidi",

"experienceYears": "5l Of giw sae",

HttpOnly
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"dateRangeError": " gy LiJdl (o ST gesy ol oy A ay ",
"currentJob": "i Jlxll LiubglI",

"personalInfo": " dliaxill ologlrall",

"contactInfo": " ol o5l Olaglza",

"email™: " Sy dSIYl a1,

"countryCode": "dilgull LLiis",

"mobile": "JIgxll ady",

"emailValidation": "aimall Se aSIYl Wl JLBo) 20",
"address": " Swdl ol g™,

"fieldOfInterest": "alaia¥!l Jlxo",

"SubmissionData": " paoudildl oL,

"other": "s,=i",

"alreadyRegistered": "¢ diielaixY! SUoe U] Loladl duwholl alhs 5 Joxws ool
"acknowledgment": "Shg bl agxilly I 81",
"captchaError": "gixiJl jay JsoI",

"submit": "Jaxw",

"identityType": "diosell gs0",

"arabicFieldHint": "hid L=l dyyxdl LS >0",
"englishFieldHint": "his i)l illey )l HL6S 00",
"serverError": " 5 Uas &> L .fgae",

"cvError": "iSiidl ol Gl Glayl o slsy M,

"ov": "L B 1",

"nameHint": ", all 3lg> ol dosgldl go Golhin o cmy pu¥I™,
"tryAgain": "e,sl by Jgls",

"accountSuccess": "plxio dodb auais 5",

"goToHomepage": " diiwy iyl dxdall I Jas1",

"success": " Lx3",

"failure": "slhz",

"select": ", izi",

"cvMaxSizeError": " >, o
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/js/main.js

Entity: main.js (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /o/mcit-theme/js/main.js?browserId=chromesminifierType=js&languageld=ar_ SA&t=1714625928000
HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/home

Cookie: COOKIE_ SUPPORT=true; GUEST_ LANGUAGE ID=ar SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: en-US

HTTP/1.1 200

Connection: keep-alive

Content-Length: 27499

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private, no-cache

ETag: "kFgoIi/8sblshEvISFvX5UtoQwQ="

Set-Cookie: JSESSIONID=8FA23E6882610B947A206F3B8C14EATE; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:00:59 GMT

Content-Type: text/javascript

/*1714625900000%*/
AUI () .ready("liferay-sign-in-modal", function () {
//Header
if ($(".header") .length) {
$ (window) .on ("scroll", function () {

// sticky header
let stickyheader = $(window).scrollTop () ;

if (stickyheader > 0) {
$(".header") .addClass ("is-fixed") ;
} else {
$(".header") .removeClass ("is-fixed") ;
}
}) i
if (window.scrollY > 0) {
$(".header") .addClass ("is-fixed") ;
} else {
$(".header") .removeClass ("is-fixed") ;
}
function signIn () {
1f($(".sign-in") .length) {
$(".header .navbar-nav:last-child .navbar-nav-item, .header .navbar-nav .nav-
item") .addClass ("navbar-nav-item-sperate")
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if (window.innerWidth >= 1200) {
signIn();
}
$ (window) .resize (function () {
if ($(window) .width() >= 1200) {
signIn();

// Control Menu

if($(".cadmin .control-menu-nav") .length) {
$(".header") .addClass ("header-dropdown") ;

}

// language selector

if ($(".language-selector").length) {

$(".language-selector") .each (function () {
let languageText = $(this).find("a.language-entry-long-text") .text();
$(this) .attr("title", languageText);
1f($("html") .attr("dir") == "rtl"){
$(this) .attr("title", "English");

}) i

}

if ($(".img-download") .length) {
$('.btn.btn-primary.mr-auto.text-decoration-none, .img-download').off('click');

if ($(".img-download") .length) {
$('.btn.btn-primary.mr-auto.text-decoration-none, .img-download').on('click', function

(event) {
event.preventDefault () ;
var fileUrls = []; // Array to store all image URLs
// Iterate through each .img-download element and extract the href attribute
$(".img-download") .each (function () {

var fileUrl = $(this).attr('href');
fileUrls.push(fileUrl); // Push each URL to the array
1)

// Create and click download anchor for each URL in the array
fileUrls.forEach (function (fileUrl) {
var anchor = document.createElement('a');
anchor.href = fileUrl;
anchor.download = '';
document .body.appendChild (anchor) ;
anchor.click();
document .body.removeChild (anchor) ;
1)
3 i

if ($(".img-download2").length) {
$('.img-download2') .off ('click"');

if ($(".img-download2") .length) {
$('.img-download2').on('click', function (event) {
event.preventDefault () ;
var fileUrls = []; // Array to store all image URLs

// Iterate through each .img-download element and extract the href attribute
$(".img-download2") .each (function () {

var fileUrl = $(this).attr('href');

fileUrls.push(fileUrl); // Push each URL to the array
)i

// Create and click download anchor for each URL in the array
fileUrls.forEach (function (fileUrl) {

var anchor = document.createElement('a');

anchor.href = fileUrl;

anchor.download = '';

document .body.appendChild (anchor) ;

anchor.click();

document .body.removeChild (anchor) ;

5/9/2024



})
1)

//user control
if ($(".user-control").length) {
$(".user-control .personal-menu-dropdown button")
.html (“<span class="icon-login"></span>")
.removeAttr ("title");
}
//breadcrumb
if ($(".breadcrumb-banner") .length) {
$("footer") .addClass ("footer—-inners") ;
1f ($(".breadcrumb-text-truncate") .length) {
let breadcrumbText = $(".breadcrumb-text-truncate").text();
$(".breadcrumb-text-truncate") .attr ("title",breadcrumbText) ;
}
$ (" .breadcrumb-banner .breadcrumb-item:nth-child(2).first a").each(function() {
$ (this) .attr ("href",".");
1)
$(".breadcrumb-banner .breadcrumb-item al[href='."]").on("click", function (event) {
event.preventDefault () ;
3
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/frontend-js-loader-modules-extender/loader.js

Entity: loader.js (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

5/9/2024

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,
but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

GET /o/frontend-js-loader-modules-extender/loader.js?
mac=9WaMmhziBCkScHZwrrVcOR7VZF4=&browserId=chrome&languageld=ar_SAs&minifierType=js HTTP/1.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/home

Cookie: COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: en-US
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HTTP/1.1 200

Connection: keep-alive

Content-Length: 24414

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private, no-cache

ETag: "UeHU783LuYBJeOHynIKoUxHoBjk="

Set-Cookie: JSESSIONID=8A531D1BD14FED57D78D89F3EFFD7DEF; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:59:39 GMT

Content-Type: text/javascript

/*1708528392000%*/

(()=>{"use strict"; (()=>{var e=function e () {throw function(e,t){if(! (e instanceof t))throw new
TypeError ("Cannot call a class as a function")} (this,e),new Error("Don't construct
ResolvablePromise objects directly: rely on ResolvablePromise.new() instead")};function t(e)

{if (e.fulfilled) throw new Error ("Promise already fulfilled") }function n(e,t) {for (var
n=0;n<t.length;n++) {var r=t[n];r.enumerable=r.enumerable||!1l,r.configurable=!0,"value"in r&&
(r.writable=!0),0bject.defineProperty(e,r.key,r) }}e.new=function() {var e={}, n=new

Promise ((function(t,n) {e._resolve=t,e._reject=n}));return Object.assign(n,e,
{fulfilled:!1l,rejected:!1l,rejection:void 0, resolution:void 0, resolved:!1}),n.resolve=function (e)
{return function(e,n){t(e),e.fulfilled=!0,e.resolved=!0,e.resolution=n,e._resolve(n)}

(n,e) },n.reject=function (e) {return function (e, n)
{t(e),e.fulfilled=!0,e.rejected=!0,e.rejection=n,e._reject(n)} (n,e)}, "undefined"!=typeof
jesté&&n.catch ((function() {})),n};var r=function() {function t(n) {!function(e,t) {if(! (e instanceof
t))throw new TypeError ("Cannot call a class as a function")}

(this, t),this. name=n, this. dependencies=void 0,this. factory=void 0,this._ implementation=
{},this._useESM=!1,this._map=void 0,this._state=
{_define:e.new(),_fetch:e.new(),_implement:e.new()}}var r,o;return r=t, (o=
[{key:"name",get:function() {return this. name},set:function(e) {throw new Error ("Name of module

".concat (this.name," is read-only"))}}, {key:"dependencies",get:function() {return

this. dependencies},set:function(e) {if (this._dependencies)throw new Error ("Dependencies of module
".concat (this.name," already set"));this._ dependencies=e}}, {key:"factory",get:function() {return
this._ factory},set:function(e) {if (this._ factory)throw new Error ("Factory of module

".concat (this.name," already set"));this. factory=e}}, {key:"implementation"”,get:function() {return

this._ implementation},set:function(e){this._implementation=e}}, {key:"map",get:function() {return
this. map},set:function(e) {if (this._map)throw new Error ("Local module map of module

".concat (this.name," already set"));this. map=e}}, {key:"esModule",get:function() {return
this._ implementation.__esModule}, set:function (e)
{Object.defineProperty (this. implementation,"__esModule",

{configurable:!0,value:e,writable:!0})}}, {key:"fetch",get:function() {return this._state._ fetch}},
{key:"fetched",get:function() {return this.fetch.resolved}}, {key:"define",get:function() {return
this. state. define}}, {key:"defined",get:function() {return this.define.resolved}},
{key:"implement",get:function() {return this._ state._implement}}, {key:"implemented",get:function ()
{return this.implement.resolved}}, {key:"useESM",get:function () {return

this. useESM},set:function(e) {this. useESM=e}}]) &&n(r.prototype,o),t} ();function o(e)

{return (o="function"==typeof Symbol&&"symbol"==typeof Symbol.iterator?function(e){return typeof
e}:function (e) {return e&&"function"==typeof
Symbolé&&e.constructor===Symbol&&e!==Symbol.prototype?"symbol":typeof e}) (e) }function i (e, t)
{return function(e) {if (Array.isArray(e))return e} (e)||function(e,t) {var n=null==e?
null:"undefined" !=typeof Symbol&&e[Symbol.iterator]||e["@Q@iterator"];if (null!=n){var r,o,i=
[1,2a=!0,1=!1;try{for(n=n.call (e) ;! (a=(r=n.next ()) .done) &&
(i.push(r.value),!t||i.length!==t);a=!0); }catch(e)

{1=!0,0=e}finally{try{al Inull==n.return| |n.return() }finally{if (1) throw o}}return i}}

(e,t) | | function(e,t) {if (e) {if ("string"==typeof e)return al(e,t);var
n=0Object.prototype.toString.call(e).slice(8,-1);return"Object"===n&&e.constructor&s&
(n=e.constructor.name), "Map"===n]| | "Set"===n?

Array.from(e) : "Arguments"===n| |/~ (?:Ui|I)nt(2:8]16|32) (?:Clamped) ?Array$/.test (n)?a (e, t) :void 0}}
(e, t) | | function() {throw new TypeError ("Invalid attempt to destructure non-iterable instance.\nIn
order to be iterable, non-array objects must have a [Symbol.iterator] () method.")} () }function
a(e,t) { (null==t| |t>e.length) && (t=e.length) ; for (var n=0,r=new Array(t);n<t;n++)r[n]=e[n];return
r}function 1l(e,t){if (! (e instanceof t))throw new TypeError ("Cannot call a class as a
function") } functi
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/recruitment

Entity: recruitment (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /recruitment?isFresh=true HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/c

Cookie: COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar SA; JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096
Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=05290F490FA0F0E6888471823A352D11; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:04:44 GMT

Content-Type: text/html;charset=UTF-8
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<!DOCTYPE html>

<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta

Sloglradl iS5y oYbladWl byl )y — dubgidi</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="olaoglzaldl Liicisy oNLaN! 5405 — cubgeidl"™ />
name="keywords" content="olaoglrall Liiisy OYlai¥l 503y — cinbgeidl">
name="format-detection" content="telephone=no">
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<meta property="og:url" content="/recruitment?isFresh=true" />
<meta property="og:type" content="Website" />

<meta property="og:title" content="ologlrall Liiiiy SVLaN! 5,013 — dubgill" />
'og:description" content="olaeglzaldl ity oVLaN| 54015y — cibgidl"™ />
<meta property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

<meta property:

share.png" />

<meta property="og:image:secure url" content="https://mcit-liferayqc.linkdev.com/o/mcit-

theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-

clay/ liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$localized-input.js","@clayui/modal":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayuiS$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/_liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
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clay/__liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/ liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/frontend-
taglib-clay/__liferay_ /exports/@clayui$panel.js","@clayui/drop-down":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$drop-down.js","@clayui/list":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$list.js","@clayui/date-picker":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$date-picker.js","@clayui/label":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$label.js","@clayui/data-provider":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$data-provider.js","@liferay/frontend-js-api/data-
set":"/o/frontend-js-dependencies-web/_ liferay /exports/Qliferay$js-apiS$data-
set.js","@clayui/core":"/o/frontend-taglib-clay/ liferay /exports/@clayui$core.
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Cacheable SSL Page Found

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/home

Entity: home (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Sensitive information might have been cached by your browser

Fix: Prevent caching of SSL pages by adding "Cache-Control: no-store" and "Pragma: no-cache"

headers to their responses.

Reasoning: The application has responded with a response that indicates the page should be cached,

but not ALL cache control headers are set ("Cache-Control: no-store" and either "Pragma:
no-cache" or "Cache-Control: no-cache").

Test Requests and Responses:

5/9/2024

GET /web/guest/home?

p_p_id=com liferay login_web_portlet_ LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p_p_mode=vi
ew&_com_liferay login _web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/c/portal/login?p 1 id=129

Cookie: COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=83F99BB5369AC6AA3CDCTBA3BC14493D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:04:14 GMT

Content-Type: text/html;charset=UTF-8
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<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Slagdrad! scisy oYlay ! by0 3y — duwasydi</title>

<meta name="viewport" content="width=device-width, width=device-width" />

<meta name="description" content="oleglrall diiisy oYLaN! 5403 — Lawa Sy i" />

<meta name="keywords" content="olaoglrall Liiily oYLaNI 503 — w5y dI">

<meta name="format-detection" content="telephone=no">

<meta property="og:url" content="/web/guest/home?
p_p_id=com liferay login_web_portlet_ LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p_ p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false" />

<meta property="og:type" content="Website" />

<meta propert og:title" content="ologlrall diisy oYbLla¥! 5,03 — Lawa Sy it"™ />

<meta property="og:description" content="oleglrall iliisy oYLa¥! 5405 — a5y " />

<meta property="og:image" content="https://mcit-liferaygc.linkdev.com/o/mcit-theme/images/logo-
share.png" />

<meta property="og:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />
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<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/_ _liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/__liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/frontend-
taglib-clay/_ liferay /exports/@clayui$panel.js","@clayui/drop-down":"/o/frontend-taglib-
clay/__ liferay /exports/@clayuis$drop-down.js","@clayui/list":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$list.js","@clayui/date-picker":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$date-picker.js","@clayui/label":"/o/front

Check for SRI (Subresource Integrity) support @

1 of 1 TOC

Check for SRI (Subresource Integrity) support

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/home

Entity: home (Page)

Risk: In case the third-party server is compromised, the content/behavior of the site will change
Causes: There is no support to Subresource Integrity.

Fix: Add to each third-party script/link element support to SRI(Subresource Integrity).

Reasoning: The third-party links/scripts don't have integrity attribute for the browser to confirm they

5/9/2024
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didn't compromised

Test Requests and Responses:

GET /web/guest/home?

p_p_id=com liferay login web_portlet LoginPortleté&p p lifecycle=0&p_p state=maximized&p p mode=vi
ew&_com_liferay login_web portlet_ LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/c/portal/login?p 1 id=129

Cookie: COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=E5B8F8EFB128E107E25B1803A25A2CCD; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:06:04 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta

Slogleall duiiSy oYblasyl byl — Lwasydi</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="olsglzall Licisy SYLaN! s, )y — Lyl />
name="keywords" content="olsglrall LiiiSy OYLas¥!l 505y — Lws Sy Ji">
name="format-detection" content="telephone=no">
property="og:url" content="/web/guest/home?

p_p_id=com liferay login_web_portlet_ LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p_ p_mode=vi
ew& com liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath

=false"
<meta
<meta
<meta
<meta

/>

property="og:type" content="Website" />

property="og:title" content="ologlzeadl LSSy YLadyl s,0 s — LSyl />
property="og:description" content="oloeglzall i iS5y oYLas¥l byl — Luwa Sy di"™ />
property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

share.png" />

<meta

property="og:image:secure_url" content="https://mcit-liferayqc.linkdev.com/o/mcit-

theme/images/logo-share.png" />

<link

rel="manifest" href="/o/mcit-theme/manifest.json">
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<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay__/exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$localized-input.js","@clayui/modal":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/__liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/_liferay /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/_ liferay /exports/@clayui$multi-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/_liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/frontend-
taglib-clay/ liferay /exports/@clayui$panel.js","@clayui/drop-down":"/o/frontend-taglib-
clay/__liferay__ /exports/@clayui$drop-down.js","@clayui/list":"/o/frontend-taglib-
clay/__liferay /exp

<script src=" https://www.google.com/recaptcha/api.js?hl=ar" type="text/javascript">
</script>
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Missing or insecure "Content-Security-Policy" header @
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Missing or insecure "Content-Security-Policy" header

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Entity: js_resolve_modules (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Config your server to use the "Content-Security-Policy" header with secure policies

Reasoning: AppScan detected that the Content-Security-Policy response header is missing or with an

insecure policy, which increases exposure to various cross-site injection attacks

Test Requests and Responses:

5/9/2024

GET /o/js_resolve_modules?modules=frontend-js-spa-web%405.0.44%2Finit HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet_ LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p_p_mode=vi
ew&_com_liferay login _web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsaS=ID=l755b564f4af5420:T=170l520365:RT=1701520365:S=ALNI_MaTXOVHpKBerX—ZDNGSBOTIECFDg;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715070788022;
_ga_NI1TBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive

Content-Length: 6078

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: no-cache

ETag: W/"d18b97c3-14£5-489%9a-90fa-791afa57880a"

Set-Cookie: JSESSIONID=FA891FCD20C9A147073C2593CC3ED7AO0; Path=/; Secure; HttpOnly

55


https://mcit-liferayqc.linkdev.com/o/js_resolve_modules
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Date: Tue, 07 May 2024 09:26:50

GMT

Content-Type: application/json;charset=UTF-8

{
"pathMap": {
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
spa-web@5.0.44\/app\/App",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.

0.44\/screen\/ActionURLScreen": "\/o\/js\/resolved-
44\ /screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen": "\/o\/js\/resolved-
44\ /screen\/RenderURLScreen",
0.44\/surface\/Surface": "\/o\/js\/resolved-

44\ /surface\/Surface",

0.44\/cacheable\/Cacheable": "\/o\/js\/resolved-

44\ /cacheable\/Cacheable",

0.44\/app\/LiferayApp": "\/o\/js\/resolved-
44\/app\/LiferayApp",

0.44\/app\/App": "\/o\/js\/resolved-module\/frontend-js-

0.44\/screen\/EventScreen": "\/o\/js\/resolved-
44\ /screen\/EventScreen",

"frontend-js-web@5.0.97\/index": "\/o\/js\/resolved-module\/frontend-js-

web@5.0.97\/index",

"frontend-js-spa-web@5.0.44\/route\/Route":

js-spa-web@5.0.44\/route\/Route",
"frontend-js-spa-web@5.0.44\/util\/utils":

"\/o\/js\/resolved-module\/frontend-

"\/o\/js\/resolved-module\/frontend-

js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
web@5.0.44\/init",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
by
"configMap": {

I
"resolvedModules": [

0.44\/util\/pathParser": "\/o\/js\/resolved-
44\/util\/pathParser",

0.44\/screen\/HtmlScreen": "\/o\/js\/resolved-
44\ /screen\/HtmlScreen",
0.44\/init": "\/o\/js\/resolved-module\/frontend-js-spa-

0.44\/screen\/Screen": "\/o\/js\/resolved-

44\ /screen\/Screen",
0.44\/screen\/RequestScreen": "\/o\/js\/resolved-
44\ /screen\/RequestScreen"

"frontend-js-web@5.0.97\/index",

"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.

1,

"moduleMap": {
"frontend-js-spa-web@5.

0.44\/surface\/Surface",
0.44\/util\/utils",
0.44\/util\/pathParser",
0.44\/route\/Route",
0.44\/cacheable\/Cacheable",
0.44\/screen\/Screen",
0.44\/app\/App",
0.44\/app\/LiferayApp",
0.44\/screen\/RequestScreen",
0.44\/screen\/HtmlScreen",
0.44\/screen\/EventScreen",
0.44\/screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen",
0.44\/init"

0.44\/screen\/ActionURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils"

} ’
"frontend-js-spa-web@5.

0.44\/screen\/RenderURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen"

} ’
"frontend-js-spa-web@5.

0.44\/surface\/Surface": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.

0.44\/cacheable\/Cacheable": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.
"..\/surfac

0.44\/app\/LiferayApp": {
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Missing or insecure "Content-Security-Policy" header

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/manifest.json

Entity: manifest.json (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Config your server to use the "Content-Security-Policy" header with secure policies

Reasoning: AppScan detected that the Content-Security-Policy response header is missing or with an

insecure policy, which increases exposure to various cross-site injection attacks

Test Requests and Responses:

5/9/2024

GET /o/mcit-theme/manifest.json HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/home/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: manifest

HTTP/1.1 200

Last-Modified: Thu, 02 May 2024 04:58:18 GMT
Connection: keep-alive

Content-Length: 100

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

ETag: W/"100-1714625898000"

Set-Cookie: JSESSIONID=E90AC3E46AEB1D8CO025F1F93120E5B4A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:51 GMT
Content-Type: application/json

{

"name": "MCIT",
"Short_name": "MCIT",
"display": "fullscreen",
"scope": "/"

}
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Missing or insecure "X-XSS-Protection" header

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Entity: js_resolve_modules (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Config your server to use the "X-XSS-Protection" header with value '1' (enabled)

Reasoning: AppScan detected that the X-XSS-Protection response header is missing or with an

insecure value, which may allow Cross-Site Scripting attacks

Test Requests and Responses:

5/9/2024

GET /o/js_resolve modules?modules=frontend-js-spa-web%405.0.44%2Finit HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login web portlet LoginPortlet&p p_ lifecycle=0&p_p_ state=maximized&p p mode=vi
ew& _com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715070788022;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive
Content-Length: 6078
X-Content-Type-Options: nosniff
Keep-Alive: timeout=20
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Cache-Control: private
Cache-Control: no-cache

ETag: W/"d18b97c3-14£5-489%a-90fa-791afa57880a"
Set-Cookie: JSESSIONID=FA891FCD20C9A147073C2593CC3ED7AQ0; Path=/; Secure; HttpOnly

Date: Tue, 07 May 2024 09:26:50

GMT

Content-Type: application/json;charset=UTF-8

{
"pathMap": {
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
spa-web@5.0.44\/app\/App",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.

0.44\/screen\/ActionURLScreen": "\/o\/js\/resolved-
44\ /screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen": "\/o\/js\/resolved-
44\ /screen\/RenderURLScreen",
0.44\/surface\/Surface": "\/o\/js\/resolved-

44\ /surface\/Surface",

0.44\/cacheable\/Cacheable": "\/o\/js\/resolved-

44\ /cacheable\/Cacheable",

0.44\/app\/LiferayApp": "\/o\/js\/resolved-

44\ /app\/LiferayApp",

0.44\/app\/App": "\/o\/js\/resolved-module\/frontend-js-

0.44\/screen\/EventScreen": "\/o\/js\/resolved-
44\ /screen\/EventScreen",

"frontend-js-web@5.0.97\/index": "\/o\/js\/resolved-module\/frontend-js-
web@5.0.97\/index",

"frontend-js-spa-web@5.0.44\/route\/Route": "\/o\/js\/resolved-module\/frontend-
js-spa-web@5.0.44\/route\/Route",
"frontend-js-spa-web@5.0.44\/util\/utils": "\/o\/js\/resolved-module\/frontend-

5/9/2024

js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
web@5.0.44\/init",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
}
"configMap": {

}
"resolvedModules": [

0.44\/util\/pathParser": "\/o\/js\/resolved-

44\ /util\/pathParser",

0.44\/screen\/HtmlScreen": "\/o\/js\/resolved-

44\ /screen\/HtmlScreen",

0.44\/init": "\/o\/js\/resolved-module\/frontend-js-spa-
0.44\/screen\/Screen": "\/o\/js\/resolved-

44\ /screen\/Screen",

0.44\/screen\/RequestScreen": "\/o\/js\/resolved-

44\ /screen\/RequestScreen"

"frontend-js-web@5.0.97\/index",

"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.

1,

"moduleMap": {
"frontend-js-spa-web@5.

0.44\/surface\/Surface",
0.44\/util\/utils",
0.44\/util\/pathParser",
0.44\/route\/Route",
0.44\/cacheable\/Cacheable",
0.44\/screen\/Screen",
0.44\/app\/App",
0.44\/app\/LiferayApp",
0.44\/screen\/RequestScreen",
0.44\/screen\/HtmlScreen",
0.44\/screen\/EventScreen",
0.44\/screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen",
0.44\/init"

0.44\/screen\/ActionURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils"

} ’
"frontend-js-spa-web@5.

0.44\/screen\/RenderURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen"

} ’
"frontend-js-spa-web@5.

0.44\/surface\/Surface": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.

0.44\/cacheable\/Cacheable": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.
"..\/surfac

0.44\/app\/LiferayApp": {
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Missing or insecure "X-XSS-Protection™ header

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/manifest.json

Entity: manifest.json (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Config your server to use the "X-XSS-Protection" header with value '1' (enabled)

Reasoning: AppScan detected that the X-XSS-Protection response header is missing or with an

insecure value, which may allow Cross-Site Scripting attacks

Test Requests and Responses:

5/9/2024

GET /o/mcit-theme/manifest.json HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/home/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: manifest

HTTP/1.1 200

Last-Modified: Thu, 02 May 2024 04:58:18 GMT
Connection: keep-alive

Content-Length: 100

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

ETag: W/"100-1714625898000"

Set-Cookie: JSESSIONID=E90AC3E46AEB1D8CO025F1F93120E5B4A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:51 GMT
Content-Type: application/json

{

"name": "MCIT",
"Short_name": "MCIT",
"display": "fullscreen",

"scope": "/"
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Missing or insecure HTTP Strict-Transport-Security Header

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Entity: js_resolve_modules (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Implement the HTTP Strict-Transport-Security policy with a long "max-age"

Reasoning: AppScan detected that the HTTP Strict-Transport-Security response header is missing or

with insufficient "max-age"

Test Requests and Responses:

5/9/2024

GET /o/js_resolve modules?modules=frontend-js-spa-web%405.0.44%2Finit HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortletsp_p_lifecycle=0&p_p_state=maximized&p p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwWLrX-ZDNGS8OTIECFDg;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715070788022;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200
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Connection: keep-alive

Content-Length: 6078

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: no-cache

ETag: W/"d18b97c3-14£5-489%9a-90fa-791afa57880a"

Set-Cookie: JSESSIONID=FA891FCD20C9A147073C2593CC3ED7A0; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:50 GMT

Content-Type: application/json;charset=UTF-8

{
"pathMap": {
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
spa-web@5.0.44\/app\/App",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.

0.44\/screen\/ActionURLScreen": "\/o\/js\/resolved-
44\ /screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen": "\/o\/js\/resolved-
44\ /screen\/RenderURLScreen",
0.44\/surface\/Surface": "\/o\/js\/resolved-

44\ /surface\/Surface",

0.44\/cacheable\/Cacheable": "\/o\/js\/resolved-

44\ /cacheable\/Cacheable",

0.44\/app\/LiferayApp": "\/o\/js\/resolved-
44\/app\/LiferayApp",

0.44\/app\/App": "\/o\/js\/resolved-module\/frontend-js-

0.44\/screen\/EventScreen": "\/o\/js\/resolved-
44\ /screen\/EventScreen",

"frontend-js-web@5.0.97\/index": "\/o\/js\/resolved-module\/frontend-js-

web@5.0.97\/index",
"frontend-js-spa-web@5.

0.44\/route\/Route": "\/o\/js\/resolved-module\/frontend-

js-spa-web@5.0.44\/route\/Route",

"frontend-js-spa-web@5.
js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
web@5.0.44\/init",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
by
"configMap": {

I
"resolvedModules": [

0.44\/util\/utils": "\/o\/js\/resolved-module\/frontend-

0.44\/util\/pathParser": "\/o\/js\/resolved-
44\/util\/pathParser",

0.44\/screen\/HtmlScreen": "\/o\/js\/resolved-
44\ /screen\/HtmlScreen",
0.44\/init": "\/o\/js\/resolved-module\/frontend-js-spa-

0.44\/screen\/Screen": "\/o\/js\/resolved-

44\ /screen\/Screen",
0.44\/screen\/RequestScreen": "\/o\/js\/resolved-
44\ /screen\/RequestScreen"

"frontend-js-web@5.0.97\/index",

"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.

1,

"moduleMap": {
"frontend-js-spa-web@5.

0.44\/surface\/Surface",
0.44\/util\/utils",
0.44\/util\/pathParser",
0.44\/route\/Route",
0.44\/cacheable\/Cacheable",
0.44\/screen\/Screen",
0.44\/app\/App",
0.44\/app\/LiferayApp",
0.44\/screen\/RequestScreen",
0.44\/screen\/HtmlScreen",
0.44\/screen\/EventScreen",
0.44\/screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen",
0.44\/init"

0.44\/screen\/ActionURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils"

} ’
"frontend-js-spa-web@5.

0.44\/screen\/RenderURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen"

} ’
"frontend-js-spa-web@5.

0.44\/surface\/Surface": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.

0.44\/cacheable\/Cacheable": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
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"frontend-js-spa-web@5.0.44\/app\/LiferayApp": {
"..\/surface\/Surface": "frontend-js-spa-web@5.0.44\/su

Issue 2 of 2 TOC

Missing or insecure HTTP Strict-Transport-Security Header
Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-theme/manifest.json
Entity: manifest.json (Page)
Risk: It is possible to gather sensitive information about the web application such as usernames,

passwords, machine name and/or sensitive file locations
It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: Insecure web application programming or configuration

Fix: Implement the HTTP Strict-Transport-Security policy with a long "max-age"

Reasoning: AppScan detected that the HTTP Strict-Transport-Security response header is missing or
with insufficient "max-age"

Test Requests and Responses:

GET /o/mcit-theme/manifest.json HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/home/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: manifest

HTTP/1.1 200

Last-Modified: Thu, 02 May 2024 04:58:18 GMT
Connection: keep-alive

Content-Length: 100

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

ETag: W/"100-1714625898000"

Set-Cookie: JSESSIONID=E90AC3E46AEB1D8CO25F1F93120E5B4A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:26:51 GMT
Content-Type: application/json

{
"name": "MCIT",

"Short name": "MCIT",

5/9/2024
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"display": "fullscreen",
"SCOpe": ll/ll

}

Unsafe third-party link (target="_blank") @

1 of 7 TOC

Unsafe third-party link (target="_blank")

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/home

Entity: home (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer”.

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"

attribute allows linked page partial access to the linking page window object

Test Requests and Responses:

5/9/2024

GET /home HTTP/1.1

Sec-Fetch-Site: none

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept:

text/html, application/xhtml+xml, application/xml;qg=0.9, image/avif, image/webp, image/apng, */*;qg=0.8,
application/signed-exchange;v=b3;g=0.7

Sec-Fetch-User: ?1

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: document
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<div class="overflow-hidden">

<p class="sub-title" title="jast oy Gl iiuwall Gulolall Sady Juals Guyb ge gadl Juadl peo
Odooladl 0SSy Jua LS @anb s gadl deadl e o< S5 (S gadeladls dee g Gudelidly dasdd) gl el
o JSs godaelzdl g Jae e ot Ll g Jesd ) ey atad ) paasey ol iiwadl L </p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target="_blank" title=".jall 1,351<"ajall |, 31</a>

</div>

</div>

</div>

</div>

<div class="overflow-hidden">

<p class="sub-title" title="ols i}l olhiiwl Je pgdl d>gob Jos dhs ¢l 3l 30wl Gaais
peis >gab Jas dbs oSl by Geai<K" L LU ool Lolbadl Ao dy¥ 1 of b oV beadl 8 a1 3 4 gl
LU olusiidly Loladl s e¥1 o3 a¥ beadl 3 5450 301 dgudl olSuadl olhiw! Je.</p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target="_blank" title="u,jall |, 51<"jall |,81</a>

</div>

</div>

</div>

</div>

<div class="overflow-hidden">

<p class="sub-title" title="(asro;s (uliiwall guloladl (uSads Jusls Goyb ge st Josdl ped
oo ladl GuSaSy Jus L5 Goyb e ! Jasdl ae o< S JSdo gudoeladly Jae e oo Ll Jasdod Gy isedd
i S padaeladl g Jae e S lidl g Jasd ) gl pided ) paasiay gaditue ! </p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target=" blank" title=".jall |,31<".jall |, 31</a>

</div>

</div>

</div>

</div>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" JaiS <" Joise</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title=" .l 53"
target="_blank"> sl yiil</a> <a href="https://www.google.com/" title=";,sa>"
target="_blank">gs,sa></a>

</div>

</div>

<div class="card-head">

<h4 title="2 gosrull gohidd olladl psadI<"2 sogmudl gahidd alladl pyuli</h4>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" ais <" Ja3S0</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_.xl ;isl"
target="_blank">_ .l j53I</a> <a href="https://www.google.com/" title=";,a>"
target="_blank">s,sa></a>

</div>

</div>

<div class="card-head">

<h4 title="2 sssrull gohidd aldladl ped1<"2 gogauldl gohidd ,odlaldl pealli</h4>
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<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title="JaiSo<" la3Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="sa>"
target="_blank">gs,sa></a>

</div>

</div>

<div class="card-head">

<h4 title="1 gssrull gehidd odladl peudI<"]l gogrull gohidd adledl pgali</h4>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title="JaiSo<" la3Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_uxl ;53"
target="_blank">_ sl yiil</a>

</div>

</div>

<div class="card-head">

<h4 title="2 gogrull gohid) odlzdl pag1<"2 $dgruldl gahil) adlz]l pagali</hd>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" JaiSo<" la3Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_xl ;53"
target="_blank">_ .l yiil</a>

</div>

</div>

<div class="card-head">

<h4 title="2 gogruwll gohid) odlzdl paga1<"2 $dgruldl gahild) adlz]l pagili</hd>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" JaiSo<" la3Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_uxl ;isl"
target="_blank">_ sl yiil</a>

</div>

</div>

<div class="card-head">

<h4 title="2 gogruwll gohid) adlzdl paga1<"2 $ogruldl gahil) adlz]l pagali</hd>

</div>

<div class="container">

<div class="owl-carousel owl-theme owl-home-partners">

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35686" data-analytics-
asset-title="_»,JI ;& glhill dpaii) ibgll 3S;0)1" data-analytics-asset-type="web-content"><a
href="https://ncnp.gov.sa/en" class="image-slide d-flex justify-content-center align-items-center
h-100" title=" >l & glhill it dbell 3Syall" target="_blank">

<picture data-fileentryid="40666">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40666/Thumbnail-
300x300/NAPS+%$281%29.png?t=1702746299256">
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<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40666/Preview-1000x0/NAPS+%281%29.png?t=1702746299256">

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35674" data-analytics-
asset-title="_sUdo¥! ¢Sl e duadzaldl Jedxlly adydl Jexildl" data-analytics-asset-type="web-
content"><a href="https://thinktechnow.com/" class="image-slide d-flex justify-content-center
align-items-center h-100" title="_sUdwo¥| «LSiJl Je suadzeldl Jgdxlly adyll Jexildl" target="_ blank">

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%281%29.png?t=1702745963237">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35656" data-analytics-
asset-title="_a3,JI :lhz]Jl 5,sL,»" data-analytics-asset-type="web-content"><a
href="https://attaa.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="_ad,Jl «lh=ll 5,5L.0" target="_blank">

<picture data-fileentryid="40698">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40698/Thumbnail-
300x300/Atta-Digital+%$281%29.png?t=1702746406364">

<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40698/Preview-1000x0/Atta-Digital+%$281%29.png?t=1702746406364">

<picture data-fileentryid="40698">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35582" data-analytics-
asset-title="_» I ;& glhill dpaii) ibgll 3S;0)1" data-analytics-asset-type="web-content"><a
href="https://ncnp.gov.sa/en" class="image-slide d-flex justify-content-center align-items-center
h-100" title=" x )l & glhill Liaid] byl jS,al)l" target="_blank">

<picture data-fileentryid="40666">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40666/Thumbnail-
300%x300/NAPS+%281%29.png?t=1702746299256">

<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40666/Preview-1000x0/NAPS+%$281%29.png?t=1702746299256">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35549" data-analytics-
asset-title="JaxlJ _ibsll 4oyl data-analytics-asset-type="web-content"><a
href="https://nlo.gov.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="Jusl] ,ibgll woyall" target="_blank">

<picture data-fileentryid="40634">

<source media=" (max-width:168px)" srcset="/o/adaptive-media/image/40634/Preview-
1000x0/NAO+%281%29.png?t=1702746200592">

<source media=" (max-width:168px) and (min-width:168px)" srcset="/o/adaptive-
media/image/40634/Thumbnail-300x300/NAO+%281%29.png?t=1702746200592">

<picture data-fileentryid="40634">

</picture> </a>
</div>
</div>
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<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35519" data-analytics-
asset-title="4,ad )l dusexall ipayslsYI" data-analytics-asset-type="web-content"><a
href="https://sda.edu.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="iiabyll dusgewll dwausLsYI" target=" blank"><a href="https://thinktechnow.com/"
class="image-slide d-flex justify-content-center align-items-center h-100" title="_as; 1 Jaxill
oo Loy s LSl e buadredl Jglxdl 4" target="_blank">--end_highlight_tag--

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%$281%29.png?t=1702745963237">

<1li class="d-block">

<div class="social-media-links"><span title=" e Liza,L<" _ls LaylL3</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content">

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%$281%29.png?t=1702745963237">

<1li class="d-block">

<div class="social-media-links"><span title=" _le¢ Lia,L<" _le Lix,ylLi</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content">--begin highlight tag--<a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank"><a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank">--end highlight tag--
<span class="icon-facebook"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content"> <span class="icon-facebook">
</span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content">--begin_highlight_tag--<a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target=" blank"><a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target="_blank">--end highlight_tag--
<span class="icon-twitter"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content"> <span class="icon-twitter">
</span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content">--begin highlight tag--<a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank"><a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank">--
end_highlight_tag-- <span class="icon-instagram"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content"> <span class="icon-instagram">
</span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content">--begin_highlight_ tag--<a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target=" blank"><a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target="_blank">--
end_highlight tag-- <span class="icon-linkedin"></span> </a>

</div></1i>

<1li>
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<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content"> <span class="icon-linkedin">
</span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content">--begin highlight_ tag--<a
href="https://www.youtube.com/E@Mcitgovsa" title="youtube" target="_blank"><a
href="https://www.youtube.com/@Mcitgovsa" title="youtube" target="_blank">--end highlight_tag--
<span class="icon-youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_a3,Jl Jgxill b4>," data-analytics-asset-type="web-content"> <span class="icon-
youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_.3,JI JsxiJl 54>," data-analytics-asset-type="web-content">--begin_highlight_ tag--<a
href="https://ndu.gov.sa/" class="image-slide d-block" title=" a8, Jsxill s4>,"
target="_blank"><a href="https://ndu.gov.sa/" class="image-slide d-block" title="Jsxill 5>,
51" target="_blank">--end highlight tag--

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="i, a3, )l i,sSxJl Liua" data-analytics-asset-type="web-content">

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="d,a5, 1l i,4Sx]Jl ii,a" data-analytics-asset-type="web-content">--begin highlight tag--
<a href="https://dga.gov.sa/en" class="image-slide d-block" title="4ia5, I issSx]ll Li,a"
target="_blank"><a href="https://dga.gov.sa/en" class="image-slide d-block" title="i,s<xll Liia
408, 31" target="_blank">--end highlight tag--

<picture data-fileentryid="47048">
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<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-

asset-title="diwill 4 slLaall 3 oYlLa¥l " data-analytics-asset-type="web-content">

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="di @il 4 slLaall 3 o¥YLai¥l " data-analytics-asset-type="web-content">--
begin_highlight tag--<a href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-
block" title="diuiaill 5 slaill 5 o¥La®¥I 4iye" target="_blank"><a
href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-block" title=" il
Ll g cLadldl 5 OYLaYI" target="_blank">--end_highlight_ tag--

<picture data-fileentryid="47083">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47083/Thumbnail-
300x300/space-img.png?t=1704710540062">

<source media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47083/Preview-1000x0/space-img.png?t=1704710540062">

<picture data-fileentryid="47083">
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Unsafe third-party link (target="_blank")

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/c/portal/login

Entity: login (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer".

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

5/9/2024

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"
attribute allows linked page partial access to the linking page window object
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Test Requests and Responses:

GET /c/portal/login?p_1l_id=129 HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/home/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_20099=1715070788022;
AigsaS=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI7MaTXOVHpKBerX—ZDNGSSOTIECFDg;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng, */*;g=0.8,
application/signed-exchange;v=b3;qg=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: document

HTTP/1.1 302

Location: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login web portlet LoginPortlet&p p lifecycle=0&p p state=maximized&p p mode=vi
ew&_com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

Content-Length: 0

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=BE2EAOA70C370B8DA403A7C238190E79; Path=/; Secure; HttpOnly

Date: Tue, 07 May 2024 09:26:51 GMT

Content-Type: text/html;charset=UTF-8

GET /web/guest/home?
p_p_id=com liferay login web portlet LoginPortlet&p p lifecycle=0&p p state=maximized&p p mode=vi
ew&_com_liferay login_web portlet_LoginPo

<a href="https://www.facebook.com/McitGovSa/" title="facebook"
target="_blank">
<span class="icon-facebook"></span>
</a>

<a href="https://twitter.com/mcitgovsa?s=11" title="twitter"
target="_blank">
<span class="icon-twitter"></span>
</a>

<a href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram"
target="_blank">
<span class="icon-instagram"></span>
</a>

<a href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin"
target="_blank">
<span class="icon-linkedin"></span>
</a>
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<a href="https://www.youtube.com/@Mcitgovsa" title="youtube"
target="_blank">
<span class="icon-youtube"></span>
</a>

<a href="https://ndu.gov.sa/" class="image-slide d-block"
title="_»3,J1 Jsxill 34>," target="_blank">
<picture data-fileentryid="47007"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47007/Thumbnail-300x300/national-img.png?t=1704710148114"><source
media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-media/image/47007/Preview—
1000x0/national-img.png?t=1704710148114"><img src="https://mcit-
liferaygc.linkdev.com/documents/20119/0/national-img.png/b870b8f9-21ef-9a9d-e990-a1925bb375947?
£=1704710148114" data-fileentryid="47007" title="_ a3,Jl Jsxid! 5.4>s" alt="_ai, | Jsxildl 5imy">
</picture>
</a>

<a href="https://dga.gov.sa/en" class="image-slide d-block"

title="4,a3,1l LasSall Lis" target="_blank">
<picture data-fileentryid="47048"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47048/Thumbnail-300x300/digital-img.png?t=1704710370519"><source
media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-media/image/47048/Preview-
1000x0/digital-img.png?t=1704710370519"><img src="https://mcit-
liferaygc.linkdev.com/documents/20119/0/digital-img.png/89d76923-dd22-fb7a-ef3d-d02eaf504£007?
t=1704710370519" data-fileentryid="47048" title="i,a3,)l iosSxll Lina" alt="i,ad, Il iesSxldl Liua">
</picture>
</a>

<a href="https://www.cst.gov.sa/en/Pages/default.aspx"
class="image-slide d-block" title="4i,isiJl 4 sLaill 5 VLol L," target="_blank">
<picture data-fileentryid="47083"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47083/Thumbnail-300x300/space-img.png?t=1704710540062"><source
media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-media/image/47083/Preview-
1000x0/space-img.png?2t=1704710540062"><img src="https://mcit-
liferaygc.linkdev.com/documents/20119/0/space-img.png/672e4blc-dl2a-dbad-c0e5-4b7310c97b8e?
£=1704710540062" data-fileentryid="47083" title="4iaill 4 sbLaill 5 o¥LaiWl Liaa" alt=", o¥lLaN!| il
il g s Laall"></picture>
</a>
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Unsafe third-party link (target="_blank")

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/account-type

Entity: account-type (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer".

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

5/9/2024

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"
attribute allows linked page partial access to the linking page window object

Test Requests and Responses:

GET /account-type HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p p_ mode=vi
ew& _com_liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
LFR_SESSION_STATE_20099=1715071553037; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0; COOKIE SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng,*/*;qg=0.8,
application/signed-exchange;v=b3;qg=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: document

<li class="d-block">

<div class="social-media-links"><span title="_le¢ Lia,Li<" _le Lx,ylLi</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content"><a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank"> <span class="icon-
facebook"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content"><a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target="_blank"> <span class="icon-
twitter"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content"><a
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href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank"> <span
class="icon-instagram"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content"><a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target="_blank"> <span
class="icon-linkedin"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content"><a
href="https://www.youtube.com/@Mcitgovsa" title="youtube" target=" blank"> <span class="icon-
youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_.3,JI Jsxill bs4>," data-analytics-asset-type="web-content"><a
href="https://ndu.gov.sa/" class="image-slide d-block" title="_a3,JI Jsxill su>," target=" blank">

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="di a8, )l d,eSx]l 4" data-analytics-asset-type="web-content"><a
href="https://dga.gov.sa/en" class="image-slide d-block" title="da,ad; I}l dosSxll La"
target="_blank">

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="i il 4 sLaall 3 oYlLai¥l u»" data-analytics-asset-type="web-content"><a
href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-block" title="il.»
L8l g cLadldl 4 Y LaNI" target="_blank">

<picture data-fileentryid="47083">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47083/Thumbnail-
300x300/space-img.png?t=1704710540062">

<source media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47083/Preview-1000x0/space-img.png?t=1704710540062">

<picture data-fileentryid="47083">
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Unsafe third-party link (target="_blank")

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/recruitment

Entity: recruitment (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer”.

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"
attribute allows linked page partial access to the linking page window object

Test Requests and Responses:

GET /recruitment?isFresh=true HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/c

Cookie: COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID:20096
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

<li class="d-block">

<div class="social-media-links"><span title=" e ULixa,Li<" _ls Lx,ylLi</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content"><a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank"> <span class="icon-
facebook"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content"><a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target="_blank"> <span class="icon-
twitter"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content"><a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank"> <span
class="icon-instagram"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content"><a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target=" blank"> <span
class="icon-linkedin"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content"><a
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href="https://www.youtube.com/@Mcitgovsa" title="youtube" target="_blank"> <span class="icon-
youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_a3,J1 Jgxill b4>," data-analytics-asset-type="web-content"><a
href="https://ndu.gov.sa/" class="image-slide d-block" title="_a3,Jl Jsxill s4>," target="_blank">

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="ai, a3, )l i,3SxJl Liua" data-analytics-asset-type="web-content"><a
href="https://dga.gov.sa/en" class="image-slide d-block" title="di, ad;Jl ZosSxll La"
target="_blank">

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="4i wilJl 4 slLaill 5 oYLa¥l " data-analytics-asset-type="web-content"><a
href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-block" title="ii.»
@il g slaadl g oYLa¥I" target="_blank">

<picture data-fileentryid="47083">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47083/Thumbnail-
300x300/space-img.png?t=1704710540062">

<source media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47083/Preview-1000x0/space-img.png?t=1704710540062">

<picture data-fileentryid="47083">
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Unsafe third-party link (target="_blank")

Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/c

Entity: c (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer".

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

5/9/2024

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer'
attribute allows linked page partial access to the linking page window object

Test Requests and Responses:

GET /c HTITP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p p_ mode=vi
ew& _com_liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE SUPPORT=true;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
ID=78692f674d56476771344b754c46314878394f5043513d3d; GUEST_LANGUAGE_ID=ar_SA;
~ga=GA1.1.128297136.1599395143; ga 07TBBJINX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF;
COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Cache-Control: max-age=0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9,image/avif, image/webp, image/apng,*/*;qg=0.8,
application/signed-exchange;v=b3;g=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: document

<div class="overflow-hidden">

<p class="sub-title" title="jastoy (ulifuwall guldoladl Sasy Juals Guyb g sxdl Juxdl ped
Ol ladl Sty Jun L5 @apb oo sad! Jaadl e o< S IS gadoeladly des ge oLl desd ) b piiel ]
e IS gudaeladl g Jae e g Lidly Jasd ) gk pided ) aakag gadiiuel . </p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target="_blank" title=".,jaJl 1 ,51<",3all |,51</a>

</div>

</div>

</div>

</div>

<div class="overflow-hidden">
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<p class="sub-title" title="olSill olhiiwl e psis d>gab Jus das o5l Pyl Geais
peis d>gab Juas das om! Y Geasis< L L Lo o Lol Lolbadl dug ¥ ol d oV Leadl 8 a1 301 A gl
LUl olLomidly doladl s te¥1 ol d o¥lbraldl 3 5a50 301 L dgull olsyall olhiwl le.</p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target="_blank" title=".jall 1,51<"jall |,51</a>

</div>

</div>

</div>

</div>

<div class="overflow-hidden">

<p class="sub-title" title="jastoy (uliluwall Guldoladl Sasy Juals Guyb g sxdl Juxdl ped
Ol aSass Js LS gapb g sadl Juadl pe o< e UG gulaladl s Jas gs gud Ly dasdd gubpiall
e IS padaeladl g Jae e S lidl g Jasd ) gl pided ) aasiag gadiiuel . </p>

</div>

<div class="overflow-hidden"><a class="btn btn-sm btn-outline-light"
href="https://www.google.com/" target=" blank" title=".,jell | ,31<".jall |, 31</a>

</div>

</div>

</div>

</div>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title="JaiS <" La3iSe</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_ul ;isl"
target=" blank">_sl yiil</a> <a href="https://www.google.com/" title=";,sa>"
target="_blank">g,sa></a>

</div>

</div>

<div class="card-head">

<h4 title="2 sogrull gohid) allzdl apadI<"2 $ogrull gahil) adlz]l asali</hd>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" JaiS<" La3Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_xl ;isl"
target="_blank">_ sl yiil</a> <a href="https://www.google.com/" title=";,ga>"
target="_blank">s,sa></a>

</div>

</div>

<div class="card-head">

<hd title="2 @osrudl gobil) allall asudI<"2 gogrull gohidd ,allall peyli</h4>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" JaiS <" Joise</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="¢sga>"
target="_blank">s,a></a>

</div>

</div>

<div class="card-head">

<hd title="1 @osrudl gobil allall asud1<"]l gogrull gohidd ,allall peyli</h4>
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<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" Ja3iS<" la5Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_al ;53"
target="_blank">_ .l j55I</a>

</div>

</div>

<div class="card-head">

<h4 title="2 sssrudl gshil) ,alledl paudl<"2 gosrudl gahil) jadlaldl psudi</h4>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" Ja3S<" la5Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_al ;53"
target="_blank">_ .l j55I</a>

</div>

</div>

<div class="card-head">

<h4 title="2 sssrudl gshil) ,alledl paudl<"2 gosrudl gahil) jadlaldl psudi</h4>

<div class="card-col d-flex flex-column h-100">

<div class="card-info d-flex align-items-center">

<div class="status d-flex align-items-baseline"><span class="icon-status d-sm-inline-
block d-none"></span> <span title=" Ja3iS<" la5Se</span>

</div>

<div class="location d-flex align-items-baseline"><span class="icon-location d-sm-
inline-block d-none"></span> <a href="https://www.google.com/" title="_al ;53"
target="_blank">_ .l j55I</a>

</div>

</div>

<div class="card-head">

<h4 title="2 sssrudl gshil) ,adledl paudl<"2 gosrudl gahil) jadlaldl psuli</h4>

</div>

<div class="container">

<div class="owl-carousel owl-theme owl-home-partners">

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35686" data-analytics-
asset-title="_» ;I & glhill dpaidd dbsll 3S;.)1" data-analytics-asset-type="web-content"><a
href="https://ncnp.gov.sa/en" class="image-slide d-flex justify-content-center align-items-center
h-100" title="_x Il jué glhill Liaidi] byl 3S,all" target="_blank">

<picture data-fileentryid="40666">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40666/Thumbnail-
300x300/NAPS+%281%29.png?t=1702746299256">

<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40666/Preview-1000x0/NAPS+%281%29.png?t=1702746299256">

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35674" data-analytics-
asset-title="_sUiho¥! LSl e duanizall Jalxlly a8yl Jexill" data-analytics-asset-type="web-
content"><a href="https://thinktechnow.com/" class="image-slide d-flex justify-content-center
align-items-center h-100" title="_sliho¥! ¢LSiJl e saaizall Jolally by dl JexidI" target="_blank">

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%281%29.png?t=1702745963237">
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</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35656" data-analytics-
asset-title="_a3,JI «lhz]Jl 5,sL.»" data-analytics-asset-type="web-content"><a
href="https://attaa.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="_a3,; 0l slh=]l 5,5L.0" target="_blank">

<picture data-fileentryid="40698">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40698/Thumbnail-
300x300/Atta-Digital+%$281%29.png?t=1702746406364">

<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40698/Preview-1000x0/Atta-Digital+%281%29.png?t=1702746406364">

<picture data-fileentryid="40698">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35582" data-analytics-
asset-title="_x I & glhill dpaid) dbsll 3S;)1" data-analytics-asset-type="web-content"><a
href="https://ncnp.gov.sa/en" class="image-slide d-flex justify-content-center align-items-center
h-100" title=" >, Il & glhaill dyaiid ,ibell j3S;all" target="_ blank">

<picture data-fileentryid="40666">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40666/Thumbnail-
300x300/NAPS+%281%29.png?t=1702746299256">

<source media=" (max-width:414px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40666/Preview-1000x0/NAPS+%281%29.png?t=1702746299256">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35549" data-analytics-
asset-title="Juxl] bsll ws,alI" data-analytics-asset-type="web-content"><a
href="https://nlo.gov.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="Juxll Sbsll wsyell" target="_blank">

<picture data-fileentryid="40634">

<source media=" (max-width:168px)" srcset="/o/adaptive-media/image/40634/Preview-
1000x0/NAO+%281%29.png?t=1702746200592">

<source media=" (max-width:168px) and (min-width:168px)" srcset="/o/adaptive-
media/image/40634/Thumbnail-300x300/NA0+%281%29.png?t=1702746200592">

<picture data-fileentryid="40634">

</picture> </a>

</div>

</div>

<div class="item h-auto">

<div class="journal-content-article " data-analytics-asset-id="35519" data-analytics-
asset-title="iiad )l dussrall iyayslsYI" data-analytics-asset-type="web-content"><a
href="https://sda.edu.sa/" class="image-slide d-flex justify-content-center align-items-center h-
100" title="da,ab il d,0gewll LiaysLSYI" target=" blank"><a href="https://thinktechnow.com/"
class="image-slide d-flex justify-content-center align-items-center h-100" title=" _ 3§, J1 Jsxill
oo Loyl s LSl e Bunizall Jglxll 4" target="_blank">--end_highlight_tag--

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%281%29.png?t=1702745963237">

<li class="d-block">
<div class="social-media-links"><span title="_le¢ ULia,Li<" _ls LylLi</span>
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<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content">

<picture data-fileentryid="40561">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/40561/Thumbnail-
300x300/thinktech+%281%29.png?t=1702745963237">

<source media=" (max-width:354px) and (min-width:300px)" srcset="/o/adaptive-
media/image/40561/Preview-1000x0/thinktech+%281%29.png?t=1702745963237">

<1li class="d-block">

<div class="social-media-links"><span title=" e LizaL<" le LiaylL3</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content">--begin_highlight_ tag--<a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank"><a
href="https://www.facebook.com/McitGovSa/" title="facebook" target=" blank">--end highlight tag--
<span class="icon-facebook"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content"> <span class="icon-facebook">
</span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content">--begin highlight_ tag--<a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target="_blank"><a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target="_blank">--end highlight_tag--
<span class="icon-twitter"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content"> <span class="icon-twitter">
</span> </a>

</div></1li>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content">--begin_highlight_ tag--<a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank"><a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target=" blank">--
end_highlight_tag-- <span class="icon-instagram"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content"> <span class="icon-instagram">
</span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content">--begin highlight tag--<a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target="_blank"><a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target="_blank">--
end _highlight tag-- <span class="icon-linkedin"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content"> <span class="icon-linkedin">
</span> </a>

</div></1li>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content">--begin_highlight_ tag--<a
href="https://www.youtube.com/@Mcitgovsa" title="youtube" target="_blank"><a
href="https://www.youtube.com/@Mcitgovsa" title="youtube" target=" blank">--end highlight tag--
<span class="icon-youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">
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<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_ad, 1l Jgxill b4>," data-analytics-asset-type="web-content"> <span class="icon-
youtube"></span> </a>

</div></1li>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_a3,Jl JgxiJl b4>," data-analytics-asset-type="web-content">--begin highlight tag--<a
href="https://ndu.gov.sa/" class="image-slide d-block" title="_ad,Jl Jgxill bua>,"
target="_blank"><a href="https://ndu.gov.sa/" class="image-slide d-block" title="Jsxill 5>,
81" target="_blank">--end highlight_tag--

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="4i, a3, )l di,sSx])l 4Liua" data-analytics-asset-type="web-content">

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-

asset-title="d,a5,Jl d.4SxJl 4" data-analytics-asset-type="web-content">--begin_highlight_ tag--

<a href="https://dga.gov.sa/en" class="image-slide d-block" title="is ai, Il LosSxll iia"
target="_blank"><a href="https://dga.gov.sa/en" class="image-slide d-block" title="i.sSxll Liia
4,43, 31" target="_blank">--end_highlight_tag--

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="4i @il 4 slaill 5 o¥YLa¥l 4»" data-analytics-asset-type="web-content">

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300x300/digital-img.png?t=1704710370519">
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<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">
<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="4i i aill 4 slaidl 5 o¥LaWl 50" data-analytics-asset-type="web-content">--
begin_highlight tag--<a href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-
block" title="4i&Jl 5 «Laill 5 o¥Lai¥l i54a" target="_blank"><a
href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-block" title=" i
L)l g sladdl p Y La®I" target="_blank">--end_highlight_tag--

<picture data-fileentryid="47083">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47083/Thumbnail-
300x300/space-img.png?t=1704710540062">

<source media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47083/Preview-1000x0/space-img.png?t=1704710540062">

<picture data-fileentryid="47083">

Issue 6 of 7 TOC

Unsafe third-party link (target="_blank")
Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/recruitment-options

Entity: recruitment-options (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer”.

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"
attribute allows linked page partial access to the linking page window object

Test Requests and Responses:

GET /web/guest/recruitment-options HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/home/client

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSTON STATE_116486=1715073077970;
~ga=GA1.1.128297136.1599395143;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
ID=78692f674d56476771344b754c46314878394£5043513d3d; COMPANY_ ID=20096; COOKIE_SUPPORT=true;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
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bmFtZSI6ImFwcHN]YW41iLCIwdWIsaWNLZXkiO1iJNSULICSWpBTkIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZO0tDQVEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S2INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSY V]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKA] Z2ys0M21qc3J§SVBWA25Ec] 1zbmx1Z2nJInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ 2NEAHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHOf7Z
8WoFWoFCLJAFUOGKAONJU_aUH700Vh95LOT3EgaiK4o0tF1YVv64h528vIE7n_ jIil DKORfXBNf1PO33wOPT5B4uDVPAAJINDL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDtOugqWn092HTHGVX10IrUy—-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; GUEST LANGUAGE ID=ar_ SA

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

x-csrf-token: MEQeGkLB

x-requested-with: XMLHttpRequest

sec-ch-ua-mobile: 2?0

x-pjax: true

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

<1li class="d-block">

<div class="social-media-links"><span title=" e Liza,L<" s LixylL3</span>

<ul>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84409" data-analytics-
asset-title="Facebook" data-analytics-asset-type="web-content"><a
href="https://www.facebook.com/McitGovSa/" title="facebook" target="_blank"> <span class="icon-
facebook"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84452" data-analytics-
asset-title="Twitter" data-analytics-asset-type="web-content"><a
href="https://twitter.com/mcitgovsa?s=11" title="twitter" target=" blank"> <span class="icon-
twitter"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84442" data-analytics-
asset-title="Instagram" data-analytics-asset-type="web-content"><a
href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram" target="_blank"> <span
class="icon-instagram"></span> </a>

</div></1i>

<li>

<div class="journal-content-article " data-analytics-asset-id="84419" data-analytics-
asset-title="Linkedin" data-analytics-asset-type="web-content"><a
href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin" target="_blank"> <span
class="icon-linkedin"></span> </a>

</div></1i>

<1li>

<div class="journal-content-article " data-analytics-asset-id="84475" data-analytics-
asset-title="youtube" data-analytics-asset-type="web-content"><a
href="https://www.youtube.com/@Mcitgovsa" title="youtube" target="_blank"> <span class="icon-
youtube"></span> </a>

</div></1i>

</ul>

</div></1i>

<1li class="d-none d-lg-block">

<section class="footer-mcit-ecosystem">

<div class="container">

<div class="row justify-content-center align-items-center">

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47025" data-analytics-
asset-title="_a3, 1l Jgxill b4>," data-analytics-asset-type="web-content"><a
href="https://ndu.gov.sa/" class="image-slide d-block" title="_ad,Jl Jsxill su>," target="_blank">

<picture data-fileentryid="47007">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47007/Thumbnail-
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300x300/national-img.png?t=1704710148114">

<source media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47007/Preview-1000x0/national-img.png?t=1704710148114">

<picture data-fileentryid="47007">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47060" data-analytics-
asset-title="i, a8, )l i,3$xJl 4Liua" data-analytics-asset-type="web-content"><a
href="https://dga.gov.sa/en" class="image-slide d-block" title="i,ad, Il LogSxll "
target="_blank">

<picture data-fileentryid="47048">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47048/Thumbnail-
300%300/digital-img.png?t=1704710370519">

<source media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47048/Preview-1000x0/digital-img.png?t=1704710370519">

<picture data-fileentryid="47048">

</picture> </a>

</div>

</div>

<div class="col-sm-3 h-auto">

<div class="journal-content-article " data-analytics-asset-id="47095" data-analytics-
asset-title="4i il 4 sLaildl 5 o¥La®¥l 54" data-analytics-asset-type="web-content"><a
href="https://www.cst.gov.sa/en/Pages/default.aspx" class="image-slide d-block" title="ii.»
@il g slaadl 4 oYLaWI" target="_blank">

<picture data-fileentryid="47083">

<source media=" (max-width:300px)" srcset="/o/adaptive-media/image/47083/Thumbnail-
300x300/space-img.png?t=1704710540062">

<source media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-
media/image/47083/Preview-1000x0/space-img.png?t=1704710540062">

<picture data-fileentryid="47083">
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Unsafe third-party link (target="_blank")
Severity:

CVSS Score: 5.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/home

Entity: home (Page)

Risk: It is possible to persuade a naive user to supply sensitive information such as username, password,
credit card number, social security number etc.

Causes: The rel attribute in the link element is not set to "noopener noreferrer".

Fix: Add the attribute rel = "noopener noreferrer" to each link element with target="_blank"

Reasoning: The third-party links with target="_blank" attribute and no rel="noopener noreferrer"
attribute allows linked page partial access to the linking page window object

5/9/2024
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Test Requests and Responses:

GET /web/guest/home?

p_p_id=com liferay login web portlet LoginPortlet&p p_ lifecycle=0&p_p_state=maximized&p p mode=vi
ew& _com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/c/portal/login?p 1 id=129

Cookie: COOKIE_ SUPPORT=true; GUEST_ LANGUAGE ID=ar SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferaygc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;q=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=83F99BB5369AC6AA3CDC7BA3BC14493D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:04:14 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title> Slogleall LuiiSy oYLasYl byl — LSy li</title>

<meta name="viewport" content="width=device-width, width=device-width" />

<meta name="description" content="oleglrall iiily oYLa¥! 5,03 — Lwa Sy " />

<meta name="keywords" content="olaoglaell Liiily o¥LaNI 5,03y - diwu Sy dI">

<meta name="format-detection" content="telephone=no">

<meta property="og:url" content="/web/guest/home?
p_p_id=com liferay login web portlet LoginPortlet&p p_ lifecycle=0&p_p_ state=maximized&p p mode=vi
ew& _com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false" />

<meta propert og:type" content="Website" />

<meta property="og:title" conte

<a href="https://www.facebook.com/McitGovSa/" title="facebook"
target="_blank">
<span class="icon-facebook"></span>
</a>

<a href="https://twitter.com/mcitgovsa?s=11" title="twitter"
target="_blank">
<span class="icon-twitter"></span>
</a>

<a href="https://www.instagram.com/p/CiIYfgYMhFy/" title="instagram"
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target="_blank">
<span class="icon-instagram"></span>
</a>

<a href="https://www.linkedin.com/company/mcitgovsa/" title="linkedin"
target="_blank">
<span class="icon-linkedin"></span>
</a>

<a href="https://www.youtube.com/@Mcitgovsa" title="youtube"
target="_blank">
<span class="icon-youtube"></span>
</a>

<a href="https://ndu.gov.sa/" class="image-slide d-block"
title="_»38, 11 Jexill 34>," target="_blank">
<picture data-fileentryid="47007"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47007/Thumbnail-300x300/national-img.png?t=1704710148114"><source
media=" (max-width:442px) and (min-width:300px)" srcset="/o/adaptive-media/image/47007/Preview-
1000x0/national-img.png?t=1704710148114"><img src="https://mcit-
liferaygc.linkdev.com/documents/20119/0/national-img.png/b870b8£9-21ef-9a9d-e990-a1925bb375947?
£=1704710148114" data-fileentryid="47007" title=" a3l Jenidl 5u>s" alt="_as;il Jenill ba>s">
</picture>
</a>

<a href="https://dga.gov.sa/en" class="image-slide d-block"

title="4d,as,Jl d.4Sx)l 454" target="_blank">
<picture data-fileentryid="47048"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47048/Thumbnail-300x300/digital-img.png?t=1704710370519"><source
media=" (max-width:405px) and (min-width:300px)" srcset="/o/adaptive-media/image/47048/Preview—
1000x0/digital-img.png?t=1704710370519"><img src="https://mcit-
liferaygc.linkdev.com/documents/20119/0/digital-img.png/89d76923-dd22-fb7a-ef3d-d02eaf504£007?
£=1704710370519" data-fileentryid="47048" title="i,as,; )l iosSxll Lina" alt="i,ad, )l LosSxll La">
</picture>
</a>

<a href="https://www.cst.gov.sa/en/Pages/default.aspx"
class="image-slide d-block" title="4i,iaill 4 c¢Laidl 5 o¥La®| La" target="_blank">
<picture data-fileentryid="47083"><source media=" (max-width:300px)"
srcset="/o/adaptive-media/image/47083/Thumbnail-300x300/space-img.png?t=1704710540062"><source
media=" (max-width:493px) and (min-width:300px)" srcset="/o/adaptive-media/image/47083/Preview—
1000x0/space-img.png?t=1704710540062"><img src="https://mcit-

liferayqc.linkdev.com/documents/20119/0/space-img.png/672e4blc-dl2a-dbad-c0e5-4b7310c97b8e?

t=1704710540062" data-fileentryid="47083" title="i,iaill 5 sLaill s c¥La®¥! iiga®™ alt=", =¥La®| iiys

Loty s Ladldl"></picture>
</a>
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Application Error €3

Issue

1 of 35 TOC

Application Error

Severity: Informational

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration
Entity: ->"gender" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_ STATE 20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

7gsaS=ID=1755b564f4af5420 :T=1701520365:RT=1701520365: S=ALNIiMaTXOVHpKBerX—ZDNGSSOTIECFDg;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1238

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"firstName": "appscan",

"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\u0646",
"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",
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"gender": "",

"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2df947",

"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": 1,

"recaptchaResponse":

"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8 fLJaLv_V4Rcbyjl1HWuPSMV1Kpu_ 1gxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgepBF2DNPHyaut01vfREZz1cZOyblEI2jOVESImVku2 fNkVzZR-
xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2LOBHTcINMCm1lv751IBkUO4Fu8GR1ICLtEjQMIVGEgs_VuHUuXnBgB570Gx
nFMB84MYSF8_ -ZDDAFQEa5nCrAJ6jmSny djdkz47R4PKFQS4SCLpImMZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1QNInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gRj0RK12sZbVbDx97Rcz44HDn_N84zbUi6U5S2n
Ms1fFwOnONy12Me00AVNNGfApPEofZhrjOUwIAO2N8a5_32eQebu3LJtyWiro3gqwOVHELEO]jsYZrY3rgLgVdtsgeC6jucdalNk

JRM6A5DJIYrg2HBCL1iWgXwddiTewpsbNrOULk6kdTgms65DUxJERTwz0vIi7z0lup bAImIntJvKBuZ-9Wv-
PFbdJO9vZgFnOSEtbD 37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39ek20£f7LGZ2dgh50205PS E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",

"re-password": "P@sswOrd",

"isNafazAccount": false,

"email": "vepapi2863@rehezb.com",

"mobilePhone": "+966 11 888 6660",

"locale": "ar_SA"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=9FA787F78941CC54AABBOCFFF5868925; Path=/; Secure; HttpOnly

Date:

Tue, 07 May 2024 10:34:47 GMT

Access-Control-Allow-Methods: *
Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",

"title":

"Internal Server Error"

Issue 2 of 35 TOC

Application Error

Severity:
CVSS Score:
URL:

Entity:

Risk:

Causes:

Fix:

5/9/2024

0.0
https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
->"applicationQualifications"[0]->"universityName" (Parameter)
It is possible to gather sensitive debugging information

Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions
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Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBWLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_LANGUAGE_ID=ar_SA;

LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6ImFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5NH12Q1Rmb21KNkR]j Ykt SeldMaDAdwWUSY V]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd ] Z2ys0M21qc3JjSVBWA25Ec]lzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2IMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOJE3MT
UwNzMzNzASImVtYWlsIjoidmVwYXBpMjg2MOByZihlemIuY29tIn0. Su2RAp0fTmyt3hVNREY1sLS1DF7VKVOg acAVYWR--

T=

GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHO£72
BWbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK4otF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL

8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-

ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqiWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com
Sec-Fetch-Mode: cors
sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20
Content-Length: 1842

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty
Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",

"fullNameEnglish": "appscan",

"r_applicationType_c_recruitmentApplicationTypeId": 89319,

"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ul64a",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [

{

"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": {
"key": "4v,
"hame': "4"
} ’
"qualification":

"key": "masters",
"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"

} ’
"specialization":
"universityName":

1,
"applicationExperiences": [

1,
"email": "vepapi2863@rehezb.com",
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"ECE",

nn

91



"country": "\u0623\u0646\u062£\u0648\u0631\ul627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": |
"value":
"disable": true

nn
’

b
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpSAWKY1dGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917ul jIXEF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP~
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0OPgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1lKVhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=D70C81AD4913DBODF6AEIEBA6F1FD8CO; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:55:19 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration
Entity: ->"userType" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_ STATE 20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_NI1TBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1241

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"firstName": "appscan",

"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\ul646",

"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",

"gender": true,

"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2dfo47",

"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": "",

"recaptchaResponse":

"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8 fLJaLlv_V4RcbyjlHWuPSMV1Kpu 1gxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgepBF2DNPHyaut01vfREZz1cZOyblEI2jOVESImVku2 fNkVzZR-
xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2LO9BHTcINMCm1v751IBkUO4Fu8GR1ICLtEjQMIVGEgs_ VuHUuXnBgB570Gx
nFMB84MYSF8 -ZDDAFQEa5nCrAJ6jmSny djdkz47R4PKFqS4SCLp9mZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1ONInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gqRjO0RK12sZbVbDx97Rcz44HDn_N84zbUi6U552n
Ms1fFwOnONy12Me00AVNNGfApPEofZhrjOUwIAO2N8a5_32eQebu3LJtyWiro3gqwOVHELEO]sYZrY3rgLgVdtsgeC6jucdalNk
JRM6A5DJIYrg2HBCL11iWgXwddiTewpsbNr3ULk6kdTgms65DUxjERTwz0vIi7z0lup bAIlmInt JvKBuzZ-9wWv-
PFbdJO9vZgFnOSEtbD_ 37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39ek20£f7L6Z2dgh50205PS_E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",

"re-password": "P@sswOrd",

"isNafazAccount": false,
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"email": "vepapi2863Q@rehezb.com",
"mobilePhone": "+966 11 888 6660",
"locale": "ar_ SA"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferaygc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=0AD5C665CFC4735D190C4A9A48678884; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:35:47 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL SERVER ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration
Entity: ->"isNafazAccount" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_NlTBFH7DS6=GSl.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com
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Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1237

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;qg=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"firstName": "appscan",

"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\ul646",

"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",

"gender": true,

"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2df947",

"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": 1,

"recaptchaResponse":
"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8 fLJaLv_V4Rcby]jl1HWuPSMV1Kpu_ 1gxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgqepBF2DNPHyaut01vfREZz1cZOyblEI2jOVESLmVku2 fNkVzR~
%xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2L9BHTc1NmCmlv751 IBkUO4Fu8GRICtEIQMIVGEgs VuHUUXnBgB570Gx
nFMB84MYSF8_ -ZDDAFQEa5nCrAJ6jmSny djdkz47R4PKFQS4SCLpImMZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1QNInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gRj0RK12sZbVbDx97Rcz44HDn_N84zbUi6U5S2n
Ms1fFwOnONy12Me00AVNNGfApPEofZhrjOUwIAO2N8a5_32eQebu3LJtyWiro3gqwOVHELEOjsYZrY3rgLgVdtsgeC6jucdalNk
JRM6A5DJIYrg2HBCL1iWgXwddiTewpsbNrOULk6kdTgms65DUxJERTwz0vIi7z0lup bAImIntJvKBuZ-9Wv-
PFbdJO9vZgFnOSEtbD 37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39ek20f7LGZdgh50205PS_E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",

"re-password": "P@sswOrd",

"isNafazAccount": "",

"email": "vepapi2863@rehezb.com",

"mobilePhone": "+966 11 888 6660",

"locale": "ar_SA"

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=BF3380984F1E67F1B85CBF32DB9305CA; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:36:11 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"alreadyRegistered" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR _SESSION_STATE 116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJIJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxXOUFDU3ZLcXF1INVwveTBuU2JiRmRnc1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVPpZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1850

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

e
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"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ul631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": "\u0000",
"ev": {
"id": "116508"
b
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKY idGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=53649BB535805675C7F80D111B3EFE43; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:55:02 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"identityType"->"key" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxMTYOODYiLCIJyb2x1lcyI6W3tOLHt9XSwi
bmFtZSI6IMFwcHNYW4iLCIwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ysOM21qc3JjSVBWA25EcT 1zbmx12nJInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7OOVh95LOT3EgaiK4OtF1YVV64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy—-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json
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"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6cda",

"identityType": {
"key.": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\ul646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFCWeA6BLVMZSROPRIy8VCYSEB3B6twBuUS8yHQjX tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhPj fcmFh8f kzngDbe
0gbvVEg5T2K~-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hnS53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKYidGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFO0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiMVZHGYOfF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70228vSecmQTMjCN1r2dCTTYOHG6rqLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVw2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeafF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=DA492DBC5B15D6C300976248188D5C0C; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:57:47 GMT
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Access—-Control-Allow-Methods: *
Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"birthDate" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aigsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSUICSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHAIOjE3MT
UwNzMzNzAsImVEtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-

ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyul YLfaAThEPZAEDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096
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Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1836

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",
"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\u0631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVfg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn533
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2

ItvGBF0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT

c-RO5Fd2SKt2£JV-

dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeafF"
}

on
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HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=BCCABF873F5A075981868D61670FD925; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:24 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",
"title": "Internal Server Error"
}
Issue 8 of 35 TOoC

Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"applicationQualifications"[0]->"graduationDate" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxXMTYOODYiLCIyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJIDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
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OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGecXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJxOUFDU3ZLcXF1NVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHALIOjE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--

T

GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7oth95LOT3EgaiK4otFlYVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL

8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ulcda",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [

{

"average": "4",
"graduationDate.": "2023-12-31T22:00:00.000z2",
"qualificationFrom": {

"key": "4n,

"hame": "4
} ’
"qualification": {

"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K~
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fI9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0PgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEJA980Wt5G23VUN3Adjpv2bLPMrzuYiBl1m5vgXCoM21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=08234D0D66F72B7F6D3CBFD92E471238; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:57:14 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-common-apis/v1.0/uploadFile
Entity: ->"mimeType" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/mcit-common-apis/vl.0/uploadFile HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga=GA1.1.128297136.1599395143; _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
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LFR_SESSION_STATE_116486=1715073214368; _ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
__gsas=ID=1755b564f4af5420:T=170l520365:RT=1701520365:S=ALNI_MaTXOVHpKBerX—ZDNGSBOTIECFDg;
LFR_SESSION_STATE 20099=1715073020896; COOKIE SUPPORT=true;
ID=78692f674d56476771344b754c46314878394£5043513d3d; GUEST_LANGUAGE_ID=ar_SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiJNSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVEtWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]lzbmx1ZndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMKIVZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZithlemIuY29tIn0.Su2RApO£Tmyt3hVNREy1sLS1DF7VKVOq_ acAVYWR--
I-
GZFw79giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK4otFlYVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wg bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 12199

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{"file":
"/93/4AAQSkZIRGABAQEAeAB4AAD/2wBDAAIBAQIBAQICAGICAgICAWUDAWMDAWYEBAMFBwYHBWCcGBwcICQs JCAGKCACHCGOK
CgsMDAwWMBwkODwOMDgsMDAz /2wBDAQICAgMDAwWYDAwYMCAcIDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMD
AwMDAWMDAWMDAWMDAZ /wAARCAGXAMMDASIAAhEBAXER/8QAHWAAAQUBAQEBAQEAAAAAAAAAAAECAWQFBgCcICQOL/8QALtRAAAG
EDAWIEAWUFBAQAAAFI9AQIDAAQRBRINMUEGE1FhByJxFDKBkaEITO0KxwRVSOfAkM2JIJyggkKFhcYGRo1JicoKSoONTY30Dk6QOR
FRkAISUpTVEFVWV1hZWmNkZWZnaGlgc3R1dnd4eXgDhIWGh4iJipKT1JWW151iZmgKjpKWmp6ipgrKztLW2t71i5usLDxXMXGx83J
ytLTINXW19jZ2uHi4+T15ufo6erx8vP09£fb3+Pn6/8QAHWEAAWEBAQEBAQEBAQAAAAAAAAECAWQFBgcICQoL/8QAtREAAGECB
AQDBACFBAQAAQJ3AAECAXEEBSExXxBhJBUQdhcRMiMoEIFEKROLHBCSMzUVAVYNLRChYKNOE18RcYGRomJygpKjU2Nzg50kNERU
ZHSE1KU1RVV1dYWVp]ZGVmZ2hpanN0dXZ3eH16goOEhYaHiImKkpOUlZaXmdmaogqOkpaangKmgsrO0tba3uLméwsPExcbHyMn
KOtPUldbX2Nna4uPk5ebn60ng8vP09£fb3+Pn6/90ADAMBAATIRAXEAPWDI/KKKKAC11iigA0000AKKKKACI1igA000OAKKKKACL
11gA0000AKKKKAC1iigA0000AKKKKACiiigAo000AKKKKACLiigA0000AKKKKACI1iigA0000AKKKKACIiigA000OOAKKKKACI 1
1gA0000AKKKKACii1iigA0000AKKKKAC1iigA0000OAKKKKACL1igA0000AKKKKACLiigA000OAKKKKACL1iigA00O0OOAKKKKACIiL
gA000OAKKKKACii1igA0000AKKKKAC1iigA0000AKKKKACiL1igA0000AKKKKAC1iigA0000OAKKKKACL1igA0000OAKKKKACiiig
A0000AKKKKAC1iigA0000AKKKKAC11igA0000AKKKKAC1iigA0000AKKKKACLiigA0000AKKKKACLiigA000OAKKKKACiiigA
0000AKKKKACi1igA0000AKKKKAC1iigA0000AKKKKACiLi1iigA0000AKKKKACLiigA0000AKKKKACLiigA0000AKKKKACiiigAo
000AKKKKACiiigA0000AKKKKACiiigA000OAKKKKAC1iigA0000AKKKKACLiigAo000AKKKKACLiigA0000AKDWDRQRKUAFFF
FABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFF
ABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFA
BRRRQAUJKKOtABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRR
QAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQ
AUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQA
UUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAU
UUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUU
UUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUU
UAFFFFABRRRQAUUUUAFFFFABRRROQAUUUUAFFFFABRRRQAUUUUAFFFFABRRROQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUU
AFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFFFFABRRRQAUUUUAFF

"fileName": "cit (3).jpg",
"mimeType": "'"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

105



Issue

10 of 35 TOC

Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"nationality" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=1755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiJNSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEtYW1lsIjoidmVwYXBpMjg2M0ByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK4otF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{
"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
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"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality.": "\u0623\u0645\u0631\u064a\u0643\ulcda",
"identityType": {
"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"

} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

}
"mobile"
"city": {
"value": "™,
"disable": true

"+96611666",

}

"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646

\u0648\u0633\u0644\u0627\u0645\u0629"

by

"other": "",

"alreadyRegistered": true,

"ev": {
"id": "116508"

by

"acceptance": true,

"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K~

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055T YESX3n7hGCmI17ulj IXE2

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAGIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT

c-RO5Fd2SKt2fJV-

dZUTn6Ky3DXpi3mPtzvOJIDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI8OWt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M21iFotZ5w2B7hyr9T2

rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access—-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=DE84A4B0392A832EA292762869B472B4; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:58 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json
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"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"countryKey"->"name" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxMTYOODYiLCIJyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUIODQVE4QU1JSUJDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd ] Z2ys0M21qc3JjSVBWA25Ecilzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZithlemIuY29tIn0.Su2RApO£Tmyt3hVNREy1sLS1DF7VKVOq_acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHO£72
BWbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors
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sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001"

"nationality": "\u0623\u0645\u0631\u064a\u0643\uld6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",

"name.": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

}
"mobile": "+96611666",
"city": |
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\ul646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBuS8yHQ X tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVEg5T2K~-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU _wagwlMSOLPVFbCY85hnS53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKY 1dGbmGga5xFujEInklgs52zk055TYESX3n7hGCmO1 7ulJXF2

ItvGBFO0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YD5LXLiMVZHGy0fF5VKaA6NBXZz8CL—

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT

c-RO5Fd2SKt2fJV-

dZUTn6Ky3DXpi3mPtzvOJDLD70228vSecmQTMjCN1r2dCTTYOHG6rqLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVw2G1KVhWEJA980WE5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeafF"
}

HTTP/1.1 500
Connection: close
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Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com

Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=421470E8D06CFBI9A34B966E242F0187C; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:03:12 GMT

Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",
"title": "Internal Server Er
Issue 12 of 35 TOC

Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"fieldOfInterest"->"key" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSULICSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJxXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl110b0M0SzJFe jNCUVNDYkdRRVppZ2NEdHRrO
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WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--

=

GZFw7gizl17d2vmGXnmc_trPTi0lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU _aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJINDL

8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDtO0uqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1819

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key" g Ww ’
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"cv": |
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":

on

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZOR0eQEOUSZBiXdC13EBhP] femFh8f kzngDbe

0gbvVfg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn533
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpsSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2
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Issue

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLIMVZHGY0fF5VKaA6NBXz8CL—
tInHQ_a90ankQNNElOyYVO3TtZlP5LM3XSfE6J6VWDbOPgAq9XUm4XOdMS94UZ1aYCfCu906CquKijm4bReMaZHOStULII
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJIDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
L3i539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCOM2iFotZ5w2B7hyr9T2
rj_yeafF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=73DFBC2FBF30577A777DE3100C01CBlE; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:26 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"isMale" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

_ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
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_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW4iLCIJwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ysOM21qc3JSVBWA25EcT 1zbmx12nInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUNJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JIMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7oth95LOT3EgaiK4OtF1YVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ulcda",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",
"isMale.": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile"
"city": {
"value": "",
"disable": true

"+96611666",

}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
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"alreadyRegistered": true,
"ev": {
"id": "116508"

b

"acceptance": true,

"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0PgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KVhWEJA980Wt5G23VUN3Adjpv2bLPMrzuYiBl1m5vgXCoM21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=ACDF49849BCBDBBEE8D8E43B73FA219D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:29 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",
"title": "Internal Server Er
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Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"reCaptcheCheck" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:
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POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUIODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZ2ys0M21qc3JjSVBWA25Ec]lzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1eHALIOjE3MT
UwNzMzNzAsInVtYWlsIjoidmVwYXBpMjg2MOByZiWhlemIuy29tIn0.Su2RAp0£Tmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHOL£72
BWbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": {

"key": "4v,
"hame': "4"
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
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"mobile": "+96611666",

"city": |
"value":
"disable": true

by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
b
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
b
"acceptance": true,
"reCaptcheCheck.":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5R0dbUjGal6eiJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGgaSxFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGYO0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT
c-RO5Fd2SKt2£fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKVhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M21iFot Z5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=0616E541D8D2AE5DF548929430D2C821; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:32 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"identityNumber" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR _SESSION_STATE 116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJIJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxXOUFDU3ZLcXF1INVwveTBuU2JiRmRnc1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVPpZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1849

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

e

117


https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

5/9/2024

"identityNumber": " 11122324xY72",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ul631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
b
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKY idGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=AE796294F6B950B26ADABCF8641D6266; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:10 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_SERVER ERRO
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"r_applicationType_c_recruitmentApplicationTypeld" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_ STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW41iLCIJwdWIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVEFEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSYV]
NxZU9sYVNQOG14SjhyRkh2bU45SXhGKOptR2NENkd] Z2ysO0M21gc3J§SVBWA25Ec] 1zbmx1Z2nInYX0zR3Jt TCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4AWn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi0lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU_aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJINDL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqiWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1851

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{
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"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": " 89319XYz",
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000zZ",
"qualificationFrom": {

"key": "a4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

]
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX_ tgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhPjfcmFh8f kzngDbe
0gbvVfg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_ gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpsSAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmidbReMazHOSLULIT
c-ROS5Fd2SKt2£Jv-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=1DF9CB501E88924F4B1D937E108EFAOLl; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:02:49 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json
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Application Error

Severity:

CVSS Score: 0.0

URL:
Entity:
Risk:

Causes:

Fix:

https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
->"applicationQualifications"[0]->"qualificationFrom"->"name" (Parameter)
It is possible to gather sensitive debugging information

Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected

Verify that parameter values are in their expected ranges and types. Do not output debugging error

5/9/2024

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR _SESSION STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6ImFwcHN]YW41iLCIwdWIsaWNLZXkiO1iJNSULICSWpBTkIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q031aV1d3S21INTEVEWFoS5NH12Q1Rmb21KNkR]j Ykt SeldMaDdwWUSY V]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]jZys0M21gc3JjSVBWA25Ec] 1zbmx1Z2ndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ 2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOjE3MT
UwNzMzNzAsImVtYWlsIjoidmVwYXBpMjg2MO0ByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOg_ acAVYWR--—
I-
GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU _aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJINDL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDtOuqWn092HTHGVX10IrUy—-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
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sec-ch-ua-mobile: 2?0

Content-Length: 1849

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;qg=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

{
"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\uld6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4v,
"name": " 4Xyz"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\ul627",
"countryKey": {
"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K~-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917ul jIXEF2

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP~
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0PgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOStULIT

c-RO5Fd2SKt2£fJV-

dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
L3j539EVXTg6RZk440Qp85YWW7e5VDVW2G1KvhWEJA9I80WE5G2IVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M2iFotZ5w2B7hyr9T2

rj_yeaF"

}

HTTP/1.1 500
Connection: close
Access-Control-Allow-Credentials: true
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Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=0ESE8163AF2F37D63369552E2BEE47FB; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:12 GMT

Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL SERVER ERRO
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"average" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=6GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxMTYOODYiLCIJyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZ2ys0M21qc3JjSVBWA25Ecilzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMKIVZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsInVtYWlsIjoidmVwYXBpMjg2M0ByZiWhlemIuy29tIn0.Su2RAp0£Tmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
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GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOGKAONJU _aUH700Vh95LOT3EgaiK4otF1YVv64h528vIE7n_ jIil DKORfXBNf1PO33wOPT5B4uDVPAAJINDPL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDtOugqWn092HTHGVX10IrUy—-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001"

"nationality": "\u0623\u0645\u0631\u064a\u0643\uld6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average.": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": |
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\ul646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": |
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFCcWeA6BLVMZSROPRIy8VCYSEB3B6twBuUS8yHQjX tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhP] fcmFh8f kzngDbe
0gbvVEg5T2K~-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKYidGbmGgaSxFujE9nklgs5zk055TYESX3n7hGCm9I17uljIXF2
ItvGBF0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiMVZHGYOfF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAgIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
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c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJIDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZNS5el1FI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KVhWEJA980Wt5G23VUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM21iFot Z5w2B7hyr9T2
rj_yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=0426E6433AE174F59A9C8B911ED779AA; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:18 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"qualification"->"key" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR _SESSION_STATE 116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
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COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6ImFwcHN]YW41iLCIwdWIsaWNLZXkiO1iJNSULICSWpBTkIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
NxZU9sYVNQOG14SjhyRkh2bU45SXhGKOptR2NENkd] Z2ys0M21qc3J9SVBWA25Ec] 1zbmx1Z2nInYXozR3Jt TCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFqZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl7d2vmGXnmc_trPTi0lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU _aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJINDL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDtO0uqWn092HTHGVX10IrUy—-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4

} ’

"qualification™: {
"key.": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
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"id": "116508"

b

"acceptance": true,

"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~-
f9MB5R0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKY1idGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLIMVZHGY0fF5VKaA6NBXz8CL—
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJIDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
L3j539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCOM2iFotZ5w2B7hyr9T2
rj_yeafF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access—-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=FC29D952EA43E9E98E36D5023762459E; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:16 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Severity:

CVSS Score: 0.0
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URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"qualificationFrom"->"key" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1
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Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJdWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6IMFwcHN]YW41iLCIwdWIsaWNLZXki01iJNSULICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0OQ31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOjE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpM]jg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WoFWoFCLJAFUOGKAONJU_aUH700VhO5L0T3EgaiK4o0tF1YVv64h528vIE7n_jIil DKIRfXBNf1PO33wOPT5B4uDVPAAJINDPL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZAdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1845

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000zZ",
"qualificationFrom": {

Tkey": MU
: ’
"hame": "4n
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062f\u0648\u0631\u0627",
"countryKey": {

"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile"
"city": {

"+96611666",
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"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642
\u0648\u0633\u0644\u0627\u0645\u0629"
b
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVEg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKY 1dGbmGga5xFujEInklgs52zk055T YESX3n7hGCmO17ulIXF2

\u0648\u0623\u0645\u0646

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-

RMUMusnUkg3aIO6R5YD5LXLiMVZHGy0fF5VKaA6NBXZz8CL—

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAgIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT

c-RO5Fd2SKt2fJV-

dZUTn6Ky3DXpi3mPtzvOJDLD70228vSecmQTMjCN1r2dCTTYOHG6rqLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVW2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeafF"
}

HTTP/1.1 500
Connection: close
Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store
Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=9F87A9C9C7B33A922750B1C57004050A; Path=/; Secure;

Date: Tue, 07 May 2024 11:05:11 GMT
Access-Control-Allow-Methods: *
Content-Type: application/json

"status": "INTERNAL_SERVER ERROR",

"title": "Internal Server Erro
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"countryKey"->"key" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR _SESSION_STATE 116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJIJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxXOUFDU3ZLcXF1INVwveTBuU2JiRmRnc1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVPpZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
BWbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

e
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"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ul631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key.": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
b
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKY idGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=C4D57157B9070990ADE02D609E2BA200; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:30 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"other" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxMTYOODYiLCIJyb2x1lcyI6W3tOLHt9XSwi
bmFtZSI6IMFwcHNYW4iLCIwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ysOM21qc3JjSVBWA25EcT 1zbmx12nJInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7OOVh95LOT3EgaiK4OtF1YVV64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy—-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

132


https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

5/9/2024

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6cda",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\ul646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other.": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFCWeA6BLVMZSROPRIy8VCYSEB3B6twBuUS8yHQjX tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhPj fcmFh8f kzngDbe
0gbvVEg5T2K~-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hnS53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKYidGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFO0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiMVZHGYOfF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70228vSecmQTMjCN1r2dCTTYOHG6rqLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVw2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeafF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=01FA80EAA8F238E389AF81C1B5B6B201; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:18 GMT
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Access—-Control-Allow-Methods: *
Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"qualification"->"name" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aigsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSUICSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHAIOjE3MT
UwNzMzNzAsImVEtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-

ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyul YLfaAThEPZAEDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096
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Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4",
"name": "4"
} ’
"qualification™: {
"key": "masters",
"name.": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"
}
1,
"applicationExperiences": [
1,
"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVfg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn533
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2

ItvGBF0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT

c-RO5Fd2SKt2£JV-

dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeafF"
}

on
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HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=8A3E67BF97E914164DE86449C291FCC2; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:22 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",
"title": "Internal Server Er
Issue 24 of 35 TOC

Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"fullNameArabic" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSTON STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR _SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxMTYOODYiLCIJyb2x1cyI6W3tOLHt9XSwi
bmFtZSI6IMFwcHNYW4iLCIwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
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NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3JjSVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOjE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpM]jg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi0lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOGKAONJU_aUH700VhO5L0T3EgaiK4o0tF1YVv64h528vIE7n_jIil DKIRfXBNf1PO33w0OPT5B4uDVPAAJINDPL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZAdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic.": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000zZ",
"qualificationFrom": {

"key": "4n
: ’
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062f\u0648\u0631\u0627",
"countryKey": {

"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile"
"city": {

"value": "",

"disable": true

"+96611666",

b
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
I
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhP]jfcmFh8f kzngDbe
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0gbvVEg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMS9LPVFbCY85hn537j
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP—
RMUMusnUkg3aIO6R5YD5LXLiMVZHGy0fF5VKaA6NBXZz8CL—

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-ROSFd2SKt2£fJv-
dZUTn6Ky3DXpi3mPtzvOJIDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVW2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeafF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=26AF188EEFA3380700273A54DAB0801D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:24 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_SERVER ERROR",
"title": "Internal Server Er
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Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"acceptance" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
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Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwWLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_LANGUAGE_ID=ar_ SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIJyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6ImFwcHN]YW41iLCIwdWIsaWNLZXki01iJNSULICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZO0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd ] Z2ys0M21qc3JjSVBWA25Ec]lzbmx1Z2ndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVpl1ZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVPppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1eHALIOjE3MT
UwNzMzNzAsImVtYWlsIjoidmVwYXBpMjg2M0ByZithlemIuy29tIn0.Su2RAp0£Tmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
T
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWoFCLJAFUOGKAONJU_aUH700Vh95L0T3EgaiK4o0tF1YVv64h528vIE7n_jIil_ DKIRfXBNf1PO33wOPT5B4uDVPAAJNDPL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6d4a",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4v,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,

"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
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"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646

\u0648\u0633\u0644\u0627\u0645\u0629"

by

"other": "",

"alreadyRegistered": true,

"ev": {

"id": "116508"

b

"acceptance.": true,

"reCaptcheCheck":
"03AFcWeA6BLVMZSsRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhPjfcmFh8f kzngDbe
0gqbvVEg5T2K~-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn537j
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8wStmeWVQZaomDSUToP—
RMUMusnUkg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmdbReMazHOSLULIT
c-ROS5Fd2SKt2£fJv-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYOHG6rqLZNSelFI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVW2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeafF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=B8477CE30647AA75BF72C88390DD0A40; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:30 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_SERVER ERROR",
"title": "Internal Server Er
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Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"fieldOfInterest"->"name" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
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may expose sensitive information.
Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
AigsaS=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI7MaTXOVHpKBerX—ZDNGSSOTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_SA;
LiferayJWTToken=eyJ0eXAi0iJKV1IQiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6IMFwcHNYW4iLCIwdWIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]jZys0M21gc3JjSVBWA25Ec] 1zbmx1Z2ndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK4otF1YVv64h528vIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHgVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4v,
"name": "4"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
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"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
b
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
b
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name.": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
b
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSsRqoPRJIy8VCy5EB3B6twBuS8yHQjX_ tgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhPjfcmFh8f kzngDbe
0gbvVfg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_ gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpSAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmidbReMazHOSLULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVW2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=E0D69810980C16A8A17CDAABAEG645DF1; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:04:30 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL SERVER ERROR",

"title": "Internal Server Er
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"mobile" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=1755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJIJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1837

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

e
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"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"

} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {

"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "",
"city": {

"value": "",

"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
b
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKY idGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=4DF123F2135EDA45459E43B5C5B5B6EA; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:04 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"specialization" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

5/9/2024

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxXMTYOODYiLCIyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFWwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVPppZ2NEdHRrO
WRWUlpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1eHALIOjE3MT
UwNzMzNzAsInVtYWlsIjoidmVwYXBpMjg2M0ByZWhlemIuY29tIn0 . Su2RAp0fTmyt 3hVNREY1sLS1DF7VKVOq acAVYWR--
T
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHO£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tFlYVV64h528VIE7n_jIil_DK9RfXBNf1PO33WOPT5B4HDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy—-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json
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"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\uld6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z2",
"qualificationFrom": {

"key": "4v,
"hame™: "4"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization.": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863@rehezb.com",

"country": "\u0623\u0646\u062£\u0648\u0631\ul627",

"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

by

"mobile": "+96611666",

"city": {
"value":
"disable": true

by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K-
fI9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917ul jIXEF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP~
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0OPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1lKVhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=868D683BFE936F455E76556551CF8509; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:32 GMT
Access-Control-Allow-Methods: *
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Content-Type: application/json

{

"status": "INTERNAL SERVER ERROR",
"title": "Internal Server Er
Issue 29 of 35 TOC

Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"email" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

5/9/2024

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6IMFwcHN]YW41iLCIwdWIsaWNLZXkiO1iJNSULICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMKIVZMIRIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYWlsIjoidmVwYXBpMjg2MOByZiWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREY1sLS1DF7VKVOg acAVYWR-—
I-
GZFw7gizl17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJNDPL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAdfDt0ugqiWn092HTHgGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive
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Host: mcit-liferaygc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;qg=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

{
"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4v,
"name": "4"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email.": "vepapi2863@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

}

"mobile": "+96611666",

"city": {
"value":
"disable": true

by

"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646

\u0648\u0633\u0644\u0627\u0645\u0629"

by

"other": "",

"alreadyRegistered": true,

"cv": {
"id": "116508"

by

"acceptance": true,

"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K~-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGgaSxFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP~
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGYO0fF5VKaA6NBXz8CL~

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOStULIT

c-RO5Fd2SKt2fJV-

dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rgLZN5el1FI1vUhuGSUppWamkucKw E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKVhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXC6M21iFot Z5w2B7hyr9T2

rj_yeaF"
}
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HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferaygc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=F4EC73DC8711F485A3788B056D0343EB; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:13 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_ SERVER ERROR",
"title": "Internal Server Er
Issue 30 of 35 ToC

Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"identity Type"->"name" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxXMTYOODYiLCIyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJIDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
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https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGecXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJxOUFDU3ZLcXF1NVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHALIOjE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--

T

GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7oth95LOT3EgaiK4otFlYVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL

8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1822

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ulcda",

"identityType": {
"key": "residence",
"name": "\u0000"

}

"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K~

on
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Issue

fI9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0PgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEJA980Wt5G23VUN3Adjpv2bLPMrzuYiBl1m5vgXCoM21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=E48FDBFC904D81AFOEFBE8S8CO1AAl6ASA; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:25 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_ SERVER ERROR",

"title": "Internal Server Error"

31 of 35 TOC

Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"fullNameEnglish" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
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_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=170l520365:RT=1701520365:S=ALNI_MaTXOVHpKBerX—ZDNGSBOTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiJNSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVEtWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]lzbmx1ZndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMKIVZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZithlemIuY29tIn0.Su2RApO£Tmyt3hVNREy1sLS1DF7VKVOq_ acAVYWR--
I-
GZFw79giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK4otFlYVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wg bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish.": "appscan",
"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4v,
"hame™: "4"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863@rehezb.com",

"country": "\u0623\u0646\u062£f\u0648\u0631\ul627",

"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

by

"mobile": "+96611666",

"city": {
"value":
"disable": true

nn
’

by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
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b

"other": "",

"alreadyRegistered": true,

"ev": |

"id": "116508"

}

"acceptance": true,

"reCaptcheCheck":
"03AFCcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpSAWKY1dGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917ul jIXEF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmédbReMazHOStULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1KvhWEJA980WL5G2jVUN3Adjpv2bLPMrzuYiB1l1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeaflF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferaygc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=A24EAF164C5A46B2D69B079B49F4E33D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:44 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL SERVER ERROR",
"title": "Internal Server Er
Issue 32 of 35 TOC

Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"country" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.
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Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36

Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true
sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;

“ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 116486=1715073214368;
T ga=GA1.1.128297136.1599395143; LFR SESSTON STATE 20099=1715073020896;

_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_LANGUAGE_ID=ar_SA;

LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6ImFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVEWFo5SNH12Q1Rmb21KNkR]j Ykt SeldMaDAdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZ2ys0M21qc3JjSVBWA25Ecilzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVp1ZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2IMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOJE3MT
UwNzMzNzASImVtYWlsIjoidmVwYXBpMjg2MOByZihlemIuY29tIn0. Su2RAp0fTmyt3hVNREY1sLS1DF7VKVOg acAVYWR--

T=

GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgQFHOE£72
BWbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK4otF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL

8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-

ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqiWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1810

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6d4a",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{

"average": "4",

"graduationDate": "2023-12-31T22:00:00.000z",

"qualificationFrom": {

"key": "4v,
"hame': "4"
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"

} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863@rehezb.com",
"country": "',
"countryKey": {
"key": "key2",

5/9/2024
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"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
b
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": |
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSILPVFbCY85hn53]
JybFxJJ6PPI1PBKNil1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP~
RMUMusnUkg3aIO6R5YD5SLXLiMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0OPgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmY jmé4bReMazHOStULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
L3j539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCOM2iFotZ5w2B7Thyr9T2
rj yeafbF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=51052D41240BF6908B5200A1FC204291; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:44 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_SERVER_ERROR",

"title": "Internal Server Error"
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"cv"->"id" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=1755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJIJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVEYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAfDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1849

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",

"r_applicationType_ c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"

e
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"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\ul631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": {
"id": " 116508XYZ"
b
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRIy8VCy5EB3B6twBuS8yHQjX tqgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpSAWKY idGbmGgaSxFujE9nklgs5zk055T§YESX3n7hGCm9I17uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSEULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppW4mkucKw _E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKvhWEJAI80Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=CBF3AA180E4A5A650F3ABC18F965F991; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:51 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_SERVER ERRO
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Application Error

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"city"->"disable" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_ STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW41iLCIJwdWIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVEFEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSYV]
NxZU9sYVNQOG14SjhyRkh2bU45SXhGKOptR2NENkd] Z2ysO0M21gc3J§SVBWA25Ec] 1zbmx1Z2nInYX0zR3Jt TCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4AWn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi0lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU_aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJINDL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqiWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{
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"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000zZ",
"qualificationFrom": {

"key": "a4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

]
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable.": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX_ tgKU7PDXzbotcwZORoeQEOuSzBiXdC13EBhPjfcmFh8f kzngDbe
0gbvVfg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_ gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpsSAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmidbReMazHOSLULIT
c-ROS5Fd2SKt2£Jv-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM21iFotZ5w2B7hyr9T2
rj_yeaF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=65E3AABAD6600E3B98FIC6D4A4A09F7A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:07:39 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json
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"status": "INTERNAL_SERVER ERROR",

"title": "Internal Server Er
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Application Error
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"city"->"value" (Parameter)

Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6ImFwcHN]YW4iLCIJwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNQOG14SihyRkh2bU45SXhGKOptR2NENKA] Zys0M21gc3J)SVBWA25EcT 1 zbmx1ZnInYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4AWNn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPz2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JIMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2M0ByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7OOVh95LOT3EgaiK4OtFlYVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com
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Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1847

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud64a",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4v,
"hame": "4
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,

"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
by
"mobile": "+96611666",
"city": {
"value.": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":

"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe

0gbvVEg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNil1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP~
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmédbReMazHOStULIT

c-RO5Fd2SKt2£JV-

dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYOHG6rgLZNS5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVw2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeaflF"
}

HTTP/1.1 500

om
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Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=B91CA906C04E39AF234AD1891506460A; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:53 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"status": "INTERNAL_SERVER ERROR",

"title": "Internal Server Er

Application Test Script Detected @

Issue

1 of 1 TOC

Application Test Script Detected

Severity: [ NEUTE]

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/web/

Entity: test (Page)

Risk: It is possible to download temporary script files, which can expose the application logic and other
sensitive information such as usernames and passwords

Causes: Temporary files were left in production environment

Fix: Remove test scripts from the server

Reasoning: AppScan requested a file which is probably not a legitimate part of the application. The

response status was 200 OK. This indicates that the test succeeded in retrieving the
content of the requested file.

Test Requests and Responses:

5/9/2024

GET /web/test?

p_p_id=com liferay login_web_portlet LoginPortlet&p p_lifecycle=0&p_p_state=maximized&p p_mode=vi
ew&_com_liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&savelLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/c/portal/login?p_1_id=129

Cookie: COOKIE_ SUPPORT=true; GUEST_LANGUAGE ID=ar SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com
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Accept:

HTTP/1.1 200
Transfer-Encoding:

Connection:
Liferay-Portal:

en-US

chunked

keep-alive
Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

<script data-senna-track="permanent" src="/combo?
browserId=chrome&minifierType=js&languageld=ar SA&t=1715103903840&/0/frontend-js-jquery-
web/jquery/jquery.min.js&/o/frontend-js-jquery-web/jquery/init.js&/o/frontend-js-jquery-
web/jquery/ajax.js&/o/frontend-js-jquery-web/jquery/bootstrap.bundle.min.js&/o/frontend-js-
jquery-web/jquery/collapsible search.js&/o/frontend-js-jquery-web/jquery/fm.js&/o/frontend-js-
jquery-web/jquery/form.js&/o/frontend-js-jquery-web/jquery/popper.min.js&/o/frontend-js-jquery-
web/jquery/side _navigation.js" type="text/javascript"></script>

<script data-senna-track="permanent" type="text/javascript">window.Liferay = window.Liferay ||
{}; window.Liferay.CSP = {nonce: ''};</script>
<link data-senna-track="temporary" href="https://mcit-liferayqc.linkdev.com/web/test"
rel="canonical" />

text/html, application/xhtml+xml, application/xml;g=0.9,*/*;g=0.8
Accept-Language:

<link data-senna-track="temporary" href="https://mcit-liferaygc.linkdev.com/web/test"
hreflang="ar-SA" rel="alternate" />
<link data-senna-track="temporary" href="https://mcit-liferayqc.linkdev.com/en/web/test"
hreflang="en-US" rel="alternate" />
<link data-senna-track="temporary" href="https://mcit-liferayqc.linkdev.com/web/test"
hreflang="x-default" rel="alternate" />

<meta
<meta
<meta
<meta
<meta

property="og:
property="og:
property="og:
:site_name" content="Admin Ar Admin
property="og:

property="og

locale" content="ar SA">
locale:alternate" content="ar_ SA">
locale:alternate" content="en US">

title" content="My Profile - Admin

and Information Technology">
<meta property="og:type" content="website">
<meta property="og:url" content="https://mcit-liferayqc.linkdev.com/web/test">

Liferay.Browser = {

acceptsGzip:

getMajorVersion:

getRevision:

}

getVersion:

isAir:

}

isChrome:

}

isEdge:

}

isFirefox:

}

isGecko:

function () {
return false;

’

function () {
return 124.0;

’

function () {
return '537.36';

’

function () {
return '124.0';

’

function () {
return false;
’
function () {
return true;
’

function () {
return false;
’
function () {
return false;
’

function () {

return true;

En">
Ar Admin En - Ministry of Communications
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Liferay.

isTe: function () {
return false;

} ’

isIphone: function () {
return false;

} ’

isLinux: function () {
return false;

} ’

isMac: function () {
return false;

} ’

isMobile: function () {
return false;

} ’

isMozilla: function () {
return false;

} ’

isOpera: function () {
return false;

} ’

isRtf: function() {
return true;

} ’

isSafari: function () {
return true;

} ’

isSun: function () {
return false;

} ’

isWebKit: function () {
return true;

} ’

isWindows: function () {
return true;
}

Data.isCustomizationView = function () {

return false;

;

(function () {
var available = {};

Liferay.Language = {

available,

direction,

get: function (key) {
return key;

}

getLayoutId: function () {
return '1l';
} ’

getLayoutRelativeControlPanelURL:
return '/user/

p_p_id=com liferay login_web_portlet_ LoginPortlet';

} ’

getLayoutRelativeURL: function () {

function ()

{

test/~/control_panel/manage?
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}

getLayoutURL:

return '/web/

’

return 'https://mcit-

liferayqgc.linkdev.com/web/test/home";

theme/images"';

}

getParentLayoutId:

}

isControlPanel:

}

isPrivateLayout:

}

isVirtualLayout:

’

return '0';

’

return false;

’

return 'false';

’

return false;

} ’

getBCP47Languageld:
return 'ar-SA';

} ’

getCanonicalURL:

function ()

function () {

return 'https\x3a\x2f\x2fmcit-
liferaygc\x2elinkdev\x2ecom\x2fweb\x2ftest"';

} ,
getCDNBaseURL:

} '

getCDNDynamicResourcesHost: function ()
return '';

} ’

getCDNHost: function () {
return '';

} ’

getCompanyGroupId: function () {
return '20121°';

} ’

getCompanyId: function () {
return '20096';

} ’

getDefaultLanguageId: function () {
return 'ar_SA';

} ’

getDoAsUserIdEncoded: function () {
return '';

} ’

getLanguageId: function () {
return 'ar_SA';

} ’

getParentGroupId: function () {
return '20125';

} ’

getPathContext: function () {
return '';

} ’

getPathImage: function () {
return '/image';

} ’

getPathJavaScript: function () {
return '/o/frontend-js-web';

} ’

getPathMain: function () {
return '/c';

} ’

getPathThemeImages: function () {

return 'https://mcit-liferaygc.linkdev.com/o/classic—

} ’
getPathThemeRoot:

function () {
return 'https://mcit-liferaygc.linkdev.com';

function ()

return '/o/classic-theme';

} ’

{

function ()

{

{

function ()

function ()

function ()

{

function ()

{

{

{

test/home"';

{
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getPlid: function () {
return '13';

} ’

getPortalURL: function () {
return 'https://mcit-liferayqgc.linkdev.com';

} ’

getRealUserId: function () {
return '20099';

} ,

getRemoteAddr: function () {
return '10.100.30.154"';

} ,

getRemoteHost: function () {
return '10.100.30.154"';

} ,

getScopeGroupId: function () {
return '20125';

} ’

getScopeGroupIdOrLiveGroupId:
return '20125';

} ’

getSessionId: function () {
return '';

} ,

getSiteAdminURL: function () {

liferayqgc.linkdev.com/group/test/~/control_panel/manage?

return 'https://mcit-

p_p_lifecycle=0&p_p_ state=maximized&p p mode=view';

}

’

getSiteGroupld: function () {

}

return '20125';

’

getURLControlPanel: function ()

}

return '/group/control panel?refererPlid=13"';

’

getURLHome: function () {

return 'https\x3a\x2f\x2fmcit-

liferaygc\x2elinkdev\x2ecom\x2fhome';

}

’

getUserEmailAddress: function ()
return '';

} ’

getUserId: function () {

}

return '20099°';

’

getUserName: function () {

}

return '';

’

isAddSessionIdToURL: function ()

}

return false;

’

isImpersonated: function () {

}

return false;

’

isSignedIn: function () {

return false;

’

isStagedPortlet: function () {

return true;

isStateExclusive: function () {

}

return false;

’

isStateMaximized: function () {

}

return true;

’

isStatePopUp: function () {

}

return false;

function ()

{
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getCombine: function () {
return true;
} ’
getComboPath: function () {
return '/combo/?
browserId=chrome&minifierType=&languageId=ar SA&t=1713966024674¢&";
} ’
getDateFormat: function () {
return '$d/%m/%Y';
} ’
getEditorCKEditorPath: function () {
return '/o/frontend-editor-ckeditor-web';
} ’
getFilter: function () {
var filter = 'raw';

return filter;

} ’

getFilterConfig: function () {
var instance = this;

return filterConfig;

} ’

getJavaScriptRootPath: function () {
return '/o/frontend-js-web';

} ’

getPortletRootPath: function () {
return '/html/portlet’;

} ’

getStaticResourceURLParams: function () {
return '?

browserId=chrome&minifierType=&languageld=ar_ SA&t=1713966024674"';
}
} ;

Liferay.currentURL =
'"\x2fweb\x2ftest\x3fp p id\x3dcom liferay login web portlet LoginPortlet\x26p p lifecycle\x3d0\x2
6p_p_state\x3dmaximized\x26p_p mode\x3dview\x26 com_liferay login_web portlet_ LoginPortlet mvcRen
derCommandName\x3d\x252Flogin\x252Flogin\x26savelastPath\x3dfalse';

Liferay.currentURLEncoded =
'\x252Fweb\x252Ftest\x253Fp_p_1d\x253Dcom_liferay login web_portlet LoginPortlet\x2526p p lifecyc
1e\x253D0\x2526p_p state\x253Dmaximized\x2526p p mode\x253Dview\x2526_com liferay login web_portl
et LoginPortlet mvcRenderCommandName\x253D\x25252Flogin\x25252Flogin\x2526saveLlastPath\x253Dfalse
[

/711>
</script>

...attribute-observable/attribute-observable-min.js&/o/frontend-js-aui-web/aui/attribute-
extras/attribute-extras-min.js&/o/frontend-js-aui-web/aui/event-custom-base/event-custom-base-
min.js&/o/frontend-js-aui-web/aui/event-custom-complex/event-custom-complex-min.js&/o/frontend-
js-aui-web/aui/oop/oop-min.js&/o/frontend-js-aui-web/aui/aui-base-lang/aui-base-lang-
min.js&/o/frontend-js-aui-web/liferay/dependency.js&/o/frontend-js-aui-
web/liferay/util.js&/o/oauth2-provider-web/js/liferay.js&/o/frontend-js-
web/liferay/dom_task_runner.js&/o/frontend-js-web/liferay/events.js&/o/frontend-js-
web/liferay/lazy load.js&/o/frontend-js-web/liferay/liferay.js&/o/frontend-js-
web/liferay/global.bundle.js&/o/frontend-js-web/liferay/portlet.js&/o/frontend-js-
web/liferay/workflow.js" type="text/javascript"></script>

<script data-senna-track="temporary" type="text/javascript">window.Liferay = Liferay || {};
window.Liferay.OAuth2 = {getAuthorizeURL: function() {return 'https://mcit-
liferayqgc.linkdev.com/o/ocauth2/authorize';}, getBuiltInRedirectURL: function() {return
'https://mcit-liferayqc.linkdev.com/o/ocauth2/redirect';}, getIntrospectURL: function() { return

'https://mcit-liferaygc.linkdev.com/o/ocauth2/introspect';}, getTokenURL: function() {return
'https://mcit-liferayqgc.linkdev.com/o/oauth2/token';}, getUserAgentApplication:

function (externalReferenceCode) {return

Liferay.OAuth2. userAgentApplications[externalReferenceCode];}, _userAgentApplications: {}}
</script><script data-senna-track="temporary" type="text/javascript">try {var
MODULE_MAIN='staging-taglib@8.0.2/index';var MODULE_PATH='/o/staging-
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taglib';AUI () .applyConfig ({groups:{stagingTaglib:

{base:MODULE PATH+"/",combine:Liferay.AUI.getCombine(),filter:Liferay.AUI.getFilterConfig(),modul
es:{"liferay-export-import-management-bar-button":

{path:"export_ import entity management bar button/js/main.js",requires:["aui-component","liferay-
search-container","liferay-search-container-select"]}},root:MODULE_ PATH+"/"}}});

} catch(error) {console.error(error);}try {var MODULE_MAIN='staging-processes-
web@5.0.54/index';var MODULE_ PATH='/o/staging-processes-web';AUI () .applyConfig ({groups:
{stagingprocessesweb: {base:MODULE_P

base","timers"]}, "liferay-alloy-editor-source":{path:"alloyeditor_source.js",requires: ["aui-
debounce","liferay-fullscreen-source-editor", "liferay-source-
editor","plugin"]}}, root :MODULE_PATH+"/js/"}}});

} catch(error) {console.error (error);}try {var MODULE MAIN='exportimport-web@5.0.81/index';var
MODULE_PATH='/o/exportimport-web';AUI () .applyConfig ({groups: {exportimportweb:
{base:MODULE_PATH+"/",combine:Liferay.AUI.getCombine(),filter:Liferay.AUI.getFilterConfig(),modul
es:{"liferay-export-import-export-import": {path:"js/main.js", requires: ["aui-datatype", "aui-
dialog-iframe-deprecated", "aui-modal", "aui-parse-content"”, "aui-toggler","liferay-portlet-
base","liferay-util-window"]}}, root :MODULE_PATH+"/"}}});

} catch(error) {console.error (error);}try {var MODULE MAIN='dynamic-data-mapping-
web@5.0.97/index';var MODULE_PATH='/o/dynamic-data-mapping-web';!function () {const
a=Liferay.AUI;AUI () .applyConfig({groups:{ddm:
{base:MODULE_PATH+"/js/",combine:Liferay.AUI.getCombine (), filter:a.getFilterConfig(),modules:
{"liferay-ddm-form": {path:"ddm_form.js", requires: ["aui-base", "aui-datatable","aui-datatype", "aui-
image-viewer","aui-parse-content", "aui-set", "aui-sortable-1list","json","liferay-form","liferay-
map-base","liferay-translation-manager","liferay-util-window"]},"liferay-portlet-dynamic-data-
mapping":{condition: {trigger:"liferay-document-library"},path:"main.js", requires:
["arraysort","aui-form-builder-deprecated", "aui-form-validator", "aui-map", "aui-text-
unicode","json","liferay-menu","liferay-translation-manager","liferay-util-

window", "text"]},"liferay-portlet-dynamic-data-mapping-custom-fields": {condition:
{trigger:"liferay-document-library"},path:"custom_ fields.js",requires:["liferay-portlet-dynamic-
data-mapping"]}}, root :MODULE_PATH+"/js/"}}})} () ;

</style>

<script>

Liferay.Loader.require (
'@liferay/frontend-js-state-web@1.0.19"',
function (FrontendJsState) {

try {

} catch (err) {

console.error (err) ;

}

</script><script>
Liferay.Loader.require (
'frontend-js-spa-web@5.0.44/init"',
function (frontendJsSpaWebInit) {

try {
(function () {
frontendJsSpaWebInit.default ({"navigationExceptionSelectors":":not ([target=\"_blank\"]) :not ([data

-senna-off]) :not ([data-resource-href]) :not ([data-cke-saved-href]) :not ([data-cke-saved-
href])","cacheExpirationTime":-1, "clearScreensCache":false, "portletsBlacklist":

["com liferay nested portlets_web_portlet NestedPortletsPortlet","com liferay site_navigation_dir
ectory web portlet SitesDirectoryPortlet","com liferay questions_web_internal portlet QuestionsPo
rtlet","com_liferay_account_admin_web_internal_portlet_ AccountUsersRegistrationPortlet","com_life
ray_portal_language override web_internal portlet PLOPortlet","com liferay login web portlet Logi
nPortlet","com_liferay login_web_ portlet FastLoginPortlet"],"excludedTargetPortlets":
["com_liferay users_admin_web_portlet_UsersAdminPortlet","com_lifera

<script type="text/javascript">
Liferay.on(
'ddmFieldBlur', function (event) {
if (window.Analytics) {
Analytics.send(
'fieldBlurred',
'Form',
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Liferay.on(
'ddmFieldFocus', function (event) {
if (window.Analytics) {
Analytics.send(
'fieldFocused’,
'Form',

Liferay.on(
'ddmFormPageShow', function (event) {
if (window.Analytics) {
Analytics.send(
'pageViewed',
'Form',

Liferay.on(
'ddmFormSubmit', function (event) {
if (window.Analytics) {
Analytics.send(
'formSubmitted',
'Form',

Liferay.on(
'ddmFormView', function (event) {
if (window.Analytics) {
Analytics.send(
'formViewed',
'Form',

<header id="banner">
<div class="navbar navbar-classic navbar-top py-3">
<div class="container-fluid container-fluid-max-xl user-
personal-bar">
<div class="align-items-center autofit-row">
<a class="logo custom-logo align-items-
center d-md-inline-flex d-sm-none d-none logo-md" href="https://mcit-
liferayqgc.linkdev.com/web/test" title="_J| JL&! Admin Ar Admin En">
<img alt="" class="mr-2" height="56"
src="/image/company logo?img id=108768&amp;t=1715103867656" />

<div class="navbar navbar-classic navbar-expand-md navbar-light
pb-3">
<div class="container-fluid container-fluid-max-x1">
<a class="logo custom-logo align-items-center d-
inline-flex d-md-none logo-xs" href="https://mcit-liferayqgc.linkdev.com/web/test" rel="nofollow">
<img alt="" class="mr-2" height="56"
src="/image/company logo?img_ id=108768&amp;t=1715103867656" />

<li class="lfr-nav-item nav-item selected active"

id="layout_com_liferay site_navigation _menu_web_portlet_ SiteNavigationMenuPortlet 1"
role="presentation">

<a class="nav-link text-truncate"
href="https://mcit-liferayqgc.linkdev.com/web/test/home' role="menuitem">

<span class="text-truncate"> My Profile

</span>

</a >

<script>
AUI () .use (
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'liferay-navigation-interaction',
function (A) {
(function () {
var $ = AUI.$;var _ = AUI. ; var navigation =
A.one ('#navbar_com_liferay site_navigation_menu web_portlet_ SiteNavigationMenuPortlet');

<div class="autofit-float autofit-row portlet-header">
<div class="autofit-col">
<div class="autofit-section">
<a class="icon-monospaced portlet-icon-
back text-default" href="https://mcit-liferayqc.linkdev.com/web/test/home?
p_p_id=com liferay login_web_portlet_ LoginPortleté&amp;p_p_ lifecycle=lsamp;p_p_state=normal&amp;p_
p_state_rcv=1l&amp;p_auth=He2Dg8EQ" title=" il oLl iixall 5552J1">

<form action="https://mcit-liferayqgc.linkdev.com/web/test/home?

p_p_id=com liferay login_web_portlet_ LoginPortleté&amp;p p lifecycle=lsamp;p_p_state=maximized&amp
;p_p_mode=view&amp; com liferay login web portlet LoginPortlet javax.portlet.action=%2Flogin%2Flo
gin&amp;_com_liferay_login_web portlet_ LoginPortlet_ mvcRenderCommandName=%2Flogin%2Flogin&amp;p_a
uth=He2Dg8EQ" class="form sign-in-form w-100 " data-fm-

namespace="_com_liferay login_web_portlet LoginPortlet "

id="_com_liferay login_web_portlet_LoginPortlet_ loginForm" method="post"

name="_com_ liferay login web portlet LoginPortlet loginForm" autocomplete="on" >

Liferay.currentURL =
'\x2fweb\x2ftest\x3fp p_id\x3dcom_ liferay login_web_portlet LoginPortlet\x26p p lifecycle\x3d0\x2
6p_p_state\x3dmaximized\x26p p mode\x3dview\x26_com_liferay login web_portlet LoginPortlet_mvcRen
derCommandName\x3d\x252Flogin\x252Flogin\x26savelastPath\x3dfalse';

Liferay.currentURLEncoded =
'\x252Fweb\x252Ftest\x253Fp p id\x253Dcom liferay login web portlet LoginPortlet\x2526p p lifecyc
1e\x253D0\x2526p_p state\x253Dmaximized\x2526p p mode\x253Dview\x2526 com liferay login web_ portl
et _LoginPortlet mvcRenderCommandName\x253D\x25252Flogin\x25252Flogin\x2526saveLastPath\x253Dfalse
v,

7

<script type="text/javascript">

(function () {var $ = AUI.S$;var _ = AUI. ;

var onDestroyPortlet = function () {
Liferay.detach ('messagePosted', onMessagePosted) ;
Liferay.detach('destroyPortlet', onDestroyPortlet);

var onMessagePosted = function (event) {

if (window.Analytics) {
const eventProperties = {

className: event.className,
classPK: event.classPK,

commentId: event.commentId,
text: event.text,
} ;

Analytics.send('posted', ' Comment', eventProperties);

}

function getValueByAttribute (node, attr) {
return (
node.dataset[attr] ||
(node.parentElement && node.parentElement.dataset[attr]
) ;
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function sendAnalyticsEvent (anchor) {

var fileEntryId = getValueByAttribute (anchor, 'analyticsFileEntryId');
var title = getValueByAttribute (anchor, 'analyticsFileEntryTitle');

var version = getValueByAttribute (anchor, 'analyticsFileEntryVersion');

function handleDownloadClick (event) {
if (window.Analytics) {
if (event.target.nodeName.toLowerCase() === 'a') {
sendAnalyticsEvent (event.target) ;

}

(function() {var $ = AUI.S$;var _ = AUI._;
var onVote = function (event) {
if (window.Analytics) {
let title = event.contentTitle;

var onDestroyPortlet = function () {
Liferay.detach('ratings:vote', onVote);
Liferay.detach('destroyPortlet', onDestroyPortlet);

}i

Liferay.on('ratings:vote', onVote);
Liferay.on('destroyPortlet', onDestroyPortlet);
DRSNS

(function() {var $ = AUI.S$;var _ = AUI. ;
var onShare = function (data) {
if (window.Analytics) {
Analytics.send('shared', 'SocialBookmarks', {

className: data.className,
classPK: data.classPK,

var onDestroyPortlet = function () {
Liferay.detach('socialBookmarks:share', onShare);
Liferay.detach('destroyPortlet', onDestroyPortlet);

}i

if (window.svgdeverybody && Liferay.Data.ICONS_INLINE_SVG) {

svgdeverybody (
{
polyfill: true,
validate: function (src, svg, use) {
return !src || !src.startsWith('#');
}
}
) ;
(function() {var $ = AUI.$;var _ = AUI._;

var form =
document.getElementById (' com liferay login web portlet LoginPortlet loginForm');

if (form) {
form.addEventListener ('submit', (event) => {

isStatic: 'end',

namespacedId: 'p_p_id_com liferay login_web_portlet_ LoginPortlet ',

portletId: 'com liferay login_web_portlet_ LoginPortlet',

refreshURL:
"\x2fc\x2fportal\x2frender portlet\x3fp 1 id\x3d13\x26p p id\x3dcom liferay login web_ portlet Log
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inPortlet\x26p p_lifecycle\x3d0\x26p_t_ lifecycle\x3d0\x26p_p state\x3dmaximized\x26p_ p_mode\x3dvi
ew\x26p_p_col_id\x3dnull\x26p_p_col_ pos\x3dnull\x26p_p col_count\x3dnull\x26p p_isolated\x3d1\x26
currentURL\x3d\x252Fweb\x252Ftest\x253Fp_p_id\x253Dcom_liferay login_web portlet_LoginPortlet\x25
26p_p_ lifecycle\x253D0\x2526p p_state\x253Dmaximized\x2526p p mode\x253Dview\x2526 com liferay lo
gin web portlet LoginPortlet mvcRenderCommandName\x253D\x25252Flogin\x25252Flogin\x2526savelLastPa
th\x253Dfalse’,

refreshURLData:
{"_com_liferay login_web portlet LoginPortlet mvcRenderCommandName":["\/login\/login"]}

}
)i

namespacedId:
'p_p_id com liferay product_navigation_ user_personal bar web_portlet ProductNavigationUserPersona
lBarPortlet ',

portletId:
'com_liferay product navigation user personal bar web portlet ProductNavigationUserPersonalBarPor
tlet',

refreshURL:
'"\x2fc\x2fportal\x2frender portlet\x3fp 1 id\x3d13\x26p p id\x3dcom liferay product navigation us
er_personal bar_ web_portlet ProductNavigationUserPersonalBarPortlet\x26p p_lifecycle\x3d0\x26p_t_
lifecycle\x3d0\x26p p state\x3dnormal\x26p p mode\x3dview\x26p p col_ id\x3dnull\x26p p col pos\x3
dnull\x26p_p_col count\x3dnull\x26p_p_static\x3dl\x26p_p isolated\x3dl\x26currentURL\x3d\x252Fweb
\x252Ftest\x253Fp_p_id\x253Dcom_liferay login_web portlet LoginPortlet\x2526p p lifecycle\x253D0\
x2526p p state\x253Dmaximized\x2526p p mode\x253Dview\x2526 com liferay login web portlet LoginPo
rtlet_mvcRenderCommandName\x253D\x25252F1ogin\x25252Flogin\x2526saveLastPath\x253Dfalse’,

refreshURLData: {}

}

)i

isStatic: 'end',
namespacedId:
'p_p_id com liferay portal_search_web_search_bar portlet_ SearchBarPortlet INSTANCE_templateSearch

portletId:
'com_liferay portal search_web_search bar portlet_ SearchBarPortlet INSTANCE templateSearch',

refreshURL:
'\x2fc\x2fportal\x2frender portlet\x3fp 1 id\x3d13\x26p p_ id\x3dcom liferay portal_ search_web_sea
rch_bar portlet_ SearchBarPortlet INSTANCE_ templateSearch\x26p p lifecycle\x3d0\x26p_t_ lifecycle\x
3d0\x26p_p_state\x3dnormal\x26p p_mode\x3dview\x26p p_col_ id\x3dnull\x26p p col_ pos\x3dnull\x26p_
p_col_count\x3dnull\x26p p static\x3dl\x26p_p isolated\x3dl\x26currentURL\x3d\x252Fweb\x252Ftest\
x253Fp p 1d\x253Dcom liferay login web portlet LoginPortlet\x2526p p lifecycle\x253D0\x2526p p st
ate\x253Dmaximized\x2526p_p_mode\x253Dview\x2526_com_liferay login_web_portlet LoginPortlet_mvcRe
nderCommandName\x253D\x25252Flogin\x25252Flogin\x2526savelLastPath\x253Dfalse",

refreshURLData: {}

}

)i

isStatic: 'end',

namespacedId:

'p_p_1id com liferay site navigation menu_web_portlet SiteNavigationMenuPortlet ',
portletId:

'com_liferay site navigation menu web portlet SiteNavigationMenuPortlet',
refreshURL:

'\x2fc\x2fportal\x2frender portlet\x3fp 1 id\x3d13\x26p p id\x3dcom liferay site navigation menu_
web portlet SiteNavigationMenuPortlet\x26p p lifecycle\x3d0\x26p t lifecycle\x3d0\x26p p state\x3
dnormal\x26p_p_mode\x3dview\x26p_p_col_id\x3dnull\x26p_p_ col_pos\x3dnull\x26p_p_col_count\x3dnull
\x26p p_ static\x3dl\x26p p isolated\x3dl\x26currentURL\x3d\x252Fweb\x252Ftest\x253Fp_p id\x253Dco
m_liferay login_web portlet LoginPortlet\x2526p p_lifecycle\x253D0\x2526p p state\x253Dmaximized\
x2526p_p_mode\x253Dview\x2526_ com_liferay login_web_portlet LoginPortlet mvcRenderCommandName\x25
3D\x25252Flogin\x25252Flogin\x2526savelastPath\x253Dfalse"’,

refreshURLData: {}

}

)i

</script><script>

Liferay.Loader.require (
'layout-taglib@l6.1.4/render layout_ structure/js/InfoltemActionHandler',
'frontend-js-web/index"',

function (InfoltemActionHandler, frontendJsWeb) {

try |
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AUTI () .use(

'liferay-menu',

'liferay-form',
function(d) {
(function () {
Liferay.component ('infoItemActionComponent', new
InfoltemActionHandler.default ({"executeInfoltemActionURL":"https:\/\/mcit-
liferaygc.linkdev.com\/c\/portal\/execute_info_item action?

p_1 mode=view&plid=13", "namespace":"","spritemap":"https:\/\/mcit-
liferayqgc.linkdev.com\/o\/classic-theme\/images\/clay\/icons.svg"}), { destroyOnNavigate:
portletId: ''});

PO

(function () {

var $ = AUI.$;var = AUI. ;

var {delegate} = frontendJsWeb;

delegate (

document,
'focusin',
'.portlet’,
function (event) {
event.delegateTarget.closest ('.portlet') .classList.add('open');
}
)i
delegate (
document,
'focusout',
'.portlet’',
function (event) {
event.delegateTarget.closest ('.portlet').classList.remove ('open');
}
)i
IDNON]
(function () {
var $ = AUI.S$;var _ = AUI. ;

new Liferay.Menu();

DO

(function () {
var $ = AUI.$;var _ = AUI. ;
var {openToast} = frontendJsWeb;
AUTI () .use(
'liferay-session',
function () {
Liferay.Session = new Liferay.SessionBase (
{
autoExtend: true,
redirectOnExpire: false,
}
) ;
NN
(function () {
var $ = AUI.$;var _ = AUI. ;

Liferay.Form.register (
{
id: '_com_liferay login_web_portlet LoginPortlet loginForm'

, onSubmit: function (event) {
event.preventDefault () ;
}

true,
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var onDestroyPortlet function (event) {
if (event.portletId === 'com_liferay_ login_web_portlet_LoginPortlet') ({
delete
Liferay.Form. INSTANCES[' com liferay login_web portlet LoginPortlet loginForm'];
}
}i

<script>

Liferay.Loader.require (
'frontend-js-tooltip-support-web@4.0.23/index",
function (TooltipSupport) {

try {

(function () {

TooltipSupport.default ()

IDNON]

} catch (err) {

console.error (err) ;

</script><script>

Liferay.Loader.require (

' frontend-js-dropdown-support-web@2.0.14/index"',
function (DropdownProvider) {

try {

(function () {

DropdownProvider.default ()

IDEON

} catch (err) {

console.error (err) ;

</script><script>

Liferay.Loader.require (
'frontend-js-tabs-support-web@2.0.15/index",
function (TabsProvider) {

try {

(function () {

TabsProvider.default (

NN

} catch (err) {

console.error (err) ;

</script><script>
Liferay.Loader.require (
'frontend-js-alert-support-web@2.0.13/index",
function (AlertProvider) {
try {
(function () {
AlertProvider.default ()
NN
} catch (err) {
console.error (err) ;

</script><script>

Liferay.Loader.require (
'frontend-js-collapse-support-web@2.0.18/index"',
function (CollapseProvider) ({

try {

(function () {

CollapseProvider.default ()

IDNON]

} catch (err) {
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console.error (err) ;

Email Address Pattern Found @

Issue

1 of 1 TOC

Email Address Pattern Found

Severity: [ NEUTE]

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplicationtypes

Entity: recruitmentapplicationtypes (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove e-mail addresses from the website

Reasoning: The response contains an e-mail address that may be private.
Test Requests and Responses:

5/9/2024

GET /o/c/recruitmentapplicationtypes?restrictFields=creator,actions&pageSize=100000 HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
LFR_SESSION_STATE_116486=1715073208993; ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga=GA1.1.128297136.1599395143; _ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

COOKIE SUPPORT=true; ID=78692f£674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHtIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21NTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZ2ys0M21qc3JjSVBWA25Ec]lzbmx1Z2nIdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLCcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1eHALIOjE3MT
UwNzMzNzAsImVtYWlsIjoidmVwYXBpMjg2MOByZihlemIuY29tIn0. Su2RAp0fTmyt3hVNREY1sLS1DF7VKVOg acAVYWR--
-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHO£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNflPO33wOPT5B4uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY_ ID=20096

Connection: keep-alive
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Host: mcit-liferaygc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive

Content-Length: 1480

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: no-cache, no-store

Set-Cookie: JSESSIONID=0BA931A9B3CBE2D68B4F16D2A19DFEBB; Path=/;
Date: Tue, 07 May 2024 09:57:33 GMT

Content-Type: application/json

"actions": {
b

"facets": [
1,

"items": [

"dateCreated": "2024-04-02T09:17:23z",

"dateModified": "2024-04-02T09:17:45z",

"externalReferenceCode": "c84d9dad4-0962-clfe-d44a-0aeb28fa6523",
"id": 89317,

"keywords": [

"status": {
"code": 0,
"label": "approved",

"label i18n": "Approved"

"taxonomyCategoryBriefs": [

"name": "ol jsdl s9dy Gauankiadl",

"email": "Experience@linkdev.com"

"dateCreated": "2024-04-02T09:18:182",

"dateModified": "2024-04-02T09:18:18z",

"externalReferenceCode": "38c0731le-c877-294d-edle-a3fba6dl35fcd",
"id": 89319,

"keywords": [

"status": {

Secure;

HttpOnly
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"code": 0,
"label": "approved",
"label_i18n": "Approved"
} ,
"taxonomyCategoryBriefs": [
] ,
"name": "z il oL,

"email": "Fresh@linkdev.com"

"dateCreated": "2024-04-02T09:18:462",

"dateModified": "2024-04-02T09:18:462",

"externalReferenceCode": "00507bb0-2e7b-9592-fe23-7eac7bca5954",

"id": 89322,

"keywords": [

"status": {
"code": 0,
"label": "approved",
"label i18n": "Approved"

} ,
"taxonomyCategoryBriefs": [

] ’
"name": " _Sglaidl coyusidl aeli",
"email": " Training@linkdev.com"

}
1,

"lastPage": 1,
"page": 1,
"pageSize": 500,

"totalCount": 3

Integer Overflow @
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1 of 6 TOC

Integer Overflow

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"r_applicationType_c_recruitmentApplicationTypeld" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

5/9/2024

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_ 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIi0iIxXMTYOODYiLCIyb2x1cyI6W3t9LHt9XSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiINSUICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIODQVE4QU1JSUJDZOtDQVFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFqQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDYkdRRVppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1eHALIOjE3MT
UwNzMzNzAsInVtYWlsIjoidmVwYXBpMjg2M0ByZiWhlemIuY29tIn0 . Su2RAp0fTmyt 3hVNREY1sLS1DF7VKVOq acAVYWR--
T
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHO£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tFlYVV64h528VIE7n_jIil_DK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy—-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1862

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",

"fullNameEnglish": "appscan",

"r_applicationType_c_recruitmentApplicationTypeId": —99999999999999999999,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6d4a",
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"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
b
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": {

"key": "4v,
"hame": "4
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,

"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"ev": |
"id": "116508"
}
"acceptance": true,
"reCaptcheCheck":
"03AFCcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX_ tgKU7PDXzbotcwZORoeQEOUuSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNil1BovJIS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmédbReMazHOStULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rgLZNS5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVWw2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeaflF"
}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferaygc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=9E71CAAD85B4B4C58E8979C4EB327A25; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:01:35 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNA
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Integer Overflow

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"identityNumber" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

5/9/2024

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJdWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6IMFwcHN]YW41iLCIwdWIsaWNLZXki01iJNSULICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0OQ31aV1ld3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3JjSVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFQZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYWlsIjoidmVwYXBpMjg2MOByZiWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREY1sLS1DF7VKVOg acAVYWR-—
I-
GZFw7gizl17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO{7Z
8WbFWoFCLJAFUOgKAONJU aUH700Vh95L0T3EgaiK4otF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJNDL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZAdfDt0ugqiWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1858

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9
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Sec-Fetch-Dest: empty
Content-Type: application/json

{
"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ul6da",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": " 99999999999999999999",
"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4v,
"name": "4"
} ,
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062£\u0648\u0631\u0627",

"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"

}

"mobile": "+96611666",

"city": {
"value":
"disable": true

nn
’

by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
b
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
I
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6eiJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKYidGbmGgaSxFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkqg3aIO6R5YDSLXLiIMVZHGYO0fF5VKaA6NBXz8CL~
tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSELULIT
c-RO5Fd2SKt2fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWNW7e5VDVw2G1lKVhWEJA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXC6M21iFot Z5w2B7hyr9T2
rj_yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *
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Set-Cookie: JSESSIONID=84951CO06CFFEAFOA5DD17464DBE896BB; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:03:35 GMT

Access-Control-Allow-Methods: *

Content-Type: application/json

"status": "INTERNAL_ SE

3 of 6 TOC

Integer Overflow

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"cv"->"id" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073214368;
~ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE 20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aigsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXki01iJNSUICSWpBTkJna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWEFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]1zbmx1ZnIdnYXozR3JtTCtVenNYdStTOWA
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHAIOjE3MT
UwNzMzNzAsImVEtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR55%E2YNOpOQFHOL£72
8WbFWOFCLJAFUOgKAOnJU_aUH7OOVh95LOT3EgaiK40tF1YVV64h528VIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-

ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyul YLfaAThEPZAEDt0ugqWn092HTHGVX10IrUy - 4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096
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Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com
Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1860

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;g=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000Z",
"qualificationFrom": {

"key": "4n,
"hame": "4n
} ’
"qualification™: {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\u0631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
}
"other": "",
"alreadyRegistered": true,
"ev": {
"id": " 99999999999999999999"
}
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZOR0eQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVfg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn533
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsSAWKY1dGbmGgaS5xFujE9nklgs5zk055TjYESX3n7hGCm917uljJXF2

ItvGBF0blf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT

c-RO5Fd2SKt2£JV-

dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5elFI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeafF"
}

on
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HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=86CF75ADED5A89FBDA7791F3BAF471A9; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:05:09 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTERNAL_

Issue 4 of 6 TOC

Integer Overflow
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

Entity: ->"applicationQualifications"[0]->"qualificationFrom"->"name" (Parameter)
Risk: It is possible to gather sensitive debugging information

Causes: Proper bounds checking were not performed on incoming parameter values

No validation was done in order to make sure that user input matches the data type expected

Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error
messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that
may expose sensitive information.

Test Requests and Responses:

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;

_ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

~ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI MaTXOVHpKBwLrX-ZDNGS80TIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW41iLCIJwdWJIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVEFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAwWUSYV]
NxZU9sYVNGOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ys0M21qc3JSVBWA25EcT 1zbmx1Z2nInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4AWn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
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https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/

MkdidTI5c2xWUnJVSHNcLzJXOUFDU3ZLcXF1INVwveTBuU2JiRmRnclBiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiLCJ1leHALIOjE3MT
UwNzMzNzAsInVtYWlsIjoidmVwYXBpMjg2M0ByZihlemIuy29tIn0.Su2RAp0£Tmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOpOgFHOE£72
BWbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK40tF1YVV64h528VIE7n_j Iil_DK9RfXBNf1PO33WOPT584uDVPAAJNpL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy—-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1865

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000z",
"qualificationFrom": ({

"key": "4",

"name": " 99999999999999999999"
} ’
"qualification™: {

"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863@rehezb.com",
"country": "\u0623\u0646\u062£f\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile": "+96611666",
"city": {
"value": "",
"disable": true
by
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
"alreadyRegistered": true,
"cv": {
"id": "116508"
by
"acceptance": true,
"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K-
f9MB5A0dbUjGal6iJ7aMTnZzbxfh_gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSILPVFbCY85hn53]
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JybFxJJ6PPI1PBKNi1BovJS7YBa04yvJITqWY4cxdEDpsSAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP—
RMUMusnUkqg3aIO6R5YDSLXLiMVZHGY0fF5VKaA6NBXz8CL—

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAQIxUm4X0dMs94Uz1aYCECu906CaXvKmY jmidbReMazHOSLULIT
c-RO5Fd2SKt2£JV-
dZUTn6Ky3DXpi3mPtzvOJDLD70z28vSecmQTMjCN1r2dCTTYOHG6rqgLZNS5el1FI1vUhuGSUppW4mkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KvhWEjA980Wt5G2jVUN3Adjpv2bLPMrzuYiBl1lm5vgXCoM2iFotZ5w2B7hyr9T2
rj_yeaflF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=E215D8C1314D1463F28A97FDO7F957FF; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:03:37 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTE
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Integer Overflow

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"average" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygqc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

_ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
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_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW4iLCIJwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ysOM21qc3JSVBWA25EcT 1zbmx12nInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUNJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JIMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7oth95LOT3EgaiK4OtF1YVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 1865

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\u0646",
"fullNameEnglish": "appscan",
"r_applicationType c_recruitmentApplicationTypeId": 89319,
"birthDate": "05-23-2001",
"nationality": "\u0623\u0645\u0631\u064a\u0643\ulcda",
"identityType": {
"key": "residence",
"name": "\u0625\u0642\u0627\u0645\u0629"
}
"identityNumber": "11122324",
"isMale": true,
"applicationQualifications": [
{
"average": " 99999999999999999999",
"graduationDate": "2023-12-31T22:00:00.0002",
"qualificationFrom": {

"key": "4n,
"hame": "4
} ’
"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\u064a\u0631"
} ’
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,
"email": "vepapi2863Q@rehezb.com",
"country": "\u0623\u0646\u062£\u0648\u0631\u0627",
"countryKey": {
"key": "key2",
"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
}
"mobile"
"city": {
"value": "",
"disable": true

"+96611666",

}
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642 \u0648\u0623\u0645\u0646
\u0648\u0633\u0644\u0627\u0645\u0629"
by
"other": "",
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Issue

"alreadyRegistered": true,
"ev": {
"id": "116508"

b

"acceptance": true,

"reCaptcheCheck":
"03AFcWeA6BLVMZSRqoPRJIy8VCy5EB3B6twBuUS8yHQjX tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP]jfcmFh8f kzngDbe
0gbvVEg5T2K~
f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJS7YBa04yvITqWY4cxdEDpsAWKYidGbmGga5xFujE9nklgs5zk055TjYESX3n7hGCm917uljIXF2
ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQzZaomDSUToP-
RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL~
tInHQ a%90nfJkQONNE1OyYvO3TtZ1P5LM3XsfE6J6vwDb0PgAQIxUm4X0dMs94Uz1aYCECu906CgXvKmYjmdbReMazHOStULIT
c-RO5Fd2SKt2£fJV-
dZUTn6Ky3DXpi3mPtzvOJDLD702z28vSecmQTMjCN1r2dCTTYoHG6rgLZN5el1FI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWW7e5VDVWw2G1KVhWEJA980Wt5G23VUN3Adjpv2bLPMrzuYiBl1m5vgXCoM21iFot Z5w2B7hyr9T2
rj yeaF"

}

HTTP/1.1 500

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 80

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=8A3076984DDB8DD26B48D80150EDBICD; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 11:03:51 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{

"status": "INTE

6 of 6

Integer Overflow

Severity:

CVSS Score: 0.0

TOC

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplications/
Entity: ->"applicationQualifications"[0]->"qualificationFrom"->"key" (Parameter)
Risk: It is possible to gather sensitive debugging information
Causes: Proper bounds checking were not performed on incoming parameter values
No validation was done in order to make sure that user input matches the data type expected
Fix: Verify that parameter values are in their expected ranges and types. Do not output debugging error

messages and exceptions

Reasoning: The application has responded with an error message, indicating an undefined state that

may expose sensitive information.

Test Requests and Responses:

5/9/2024

POST /o/c/recruitmentapplications/ HTTP/1.1
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Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment/?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 116486=1715073214368;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715073020896;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST_ LANGUAGE_ID=ar SA;
LiferayJdWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6IMFwcHN]YW41iLCIwdWIsaWNLZXki01iJNSULICSWpBTkJIna3Foa2lHOXcwQkFRRUZBQUIDQVE4QU1JSUJIDZ0tDQVEFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0OQ31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSYV]
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkd]ZysO0M21gc3J)SVBWA25Ec] 1zbmx1ZnJdnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzJIJxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1lpQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiLCJ1eHAIOjE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpM]jg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I-
GZFw7gizl17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHOf7Z
8WoFWoFCLJAFUOGKAONJU_aUH700VhO5L0T3EgaiK4o0tF1YVv64h528vIE7n_jIil DKIRfXBNf1PO33wOPT5B4uDVPAAJINDPL
8Wg_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZAdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1865

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"fullNameArabic": "\u0627\u0628\u0633\u0643\u0627\ul646",
"fullNameEnglish": "appscan",
"r_applicationType_c_recruitmentApplicationTypeId": 89319
"birthDate": "05-23-2001",

"nationality": "\u0623\u0645\u0631\u064a\u0643\ud6da",

"identityType": {

"key": "residence",

"name": "\u0625\u0642\u0627\u0645\u0629"
by
"identityNumber": "11122324",

"isMale": true,
"applicationQualifications": [
{
"average": "4",
"graduationDate": "2023-12-31T22:00:00.000zZ",
"qualificationFrom": {

"key": " 99999999999999999999",
"hame": "4

} ’

"qualification": {
"key": "masters",

"name": "\u0645\u0627\u062c\u0633\u062a\ud64a\ud631"
} ,
"specialization": "ECE",
"universityName": "MUST"

1,
"applicationExperiences": [

1,

"email": "vepapi2863Q@rehezb.com",

"country": "\u0623\u0646\u062f\u0648\u0631\u0627",
"countryKey": {

"key": "key2",

"name": "\u0645\u0641\u062a\u0627\u062d \u0627\u0644\u062£\u0648\u0644\u0629 2"
by
"mobile"
"city": {

"+96611666",
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"value": "",
"disable": true
I
"fieldOfInterest": {
"key": "facilitiesSecurityAndSafety",
"name": "\u0645\u0631\u0627\u0641\u0642
\u0648\u0633\u0644\u0627\u0645\u0629"
i
"other": "",
"alreadyRegistered": true,
"ev": {
"id": "116508"
Yy
"acceptance": true,
"reCaptcheCheck":

"03AFCWeA6BLVMZSRGOPRIy8VCY5SEB3B6twBUS8yHQ X tgKU7PDXzbotcwZORoeQEOUSzBiXdC13EBhP] femFh8f kzngDbe

0gbvVEg5T2K-

f9MB5A0dbUjGal6iJ7aMTnZzbxfh gDdPpJ030GLgA8YLwgEKzTnzahITM3msf4tLplQt9TOFU_wagwlMSOLPVFbCY85hn53]
JybFxJJ6PPI1PBKNi1BovJIS7YBa04yvITqWY4cxdEDpsAWKY 1dGbmGga5xFujEInklgs52zk055T YESX3n7hGCmO17ulIXF2

\u0648\u0623\u0645\u0646

ItvGBFOblf-kMefnGctklRCyMrAmg2dPP0a8w5tmeWVQZaomDSUToP-

RMUMusnUkg3aIO6R5YDSLXLiIMVZHGY0fF5VKaA6NBXz8CL-

tInHQ a90nfJkQNNE1OyYvO3TtZ1P5LM3XsfE6J6vwDbOPgAgIxUm4X0dMs94Uz1aYCECu906CaXvKmYjmdbReMazHOSLULIT

c-RO5Fd2SKt2fJV-

dZUTn6Ky3DXpi3mPtzvOJDLD70228vSecmQTMjCN1r2dCTTYOHG6rqLZNS5elFI1vUhuGSUppWamkucKw_E8vsAsialTZsVwn5
Lj539EVXTg6RZk440Qp85YWN7e5VDVW2G1KVhWEJA980WLt5G2jVUN3Adjpv2bLPMrzuYiBl1m5vgXCoM2iFotZ5w2B7hyr9T2

rj_yeaF"
}

HTTP/1.1 500
Connection: close
Access-Control-Allow-Credentials: true

Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com

Content-Length: 80
X-Content-Type-Options: nosniff
Cache-Control: no-cache, no-store
Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=553586EC5A34FA588A7C29A4040D18B4; Path=/; Secure;

Date: Tue, 07 May 2024 11:04:40 GMT
Access-Control-Allow-Methods: *
Content-Type: application/json

"status": "INTE

Internal IP Disclosure Pattern Found

Issue 1 of 6
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Internal IP Disclosure Pattern Found

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/account-type

Entity: account-type (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

5/9/2024

GET /account-type HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/web/guest/home?

p_p_id=com liferay login_web_portlet LoginPortleté&p p lifecycle=0&p_p state=maximized&p_p mode=vi
ew&_com_liferay login_web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;

LFR_SESSION_STATE 20099=1715071553037; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0; COOKIE_SUPPORT=true;

GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept:
text/html,application/xhtml+xml,application/xml;g=0.9, image/avif, image/webp, image/apng, */*;g=0.8,
application/signed-exchange;v=b3;g=0.7

Sec-Fetch-User: ?1

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: document

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=BBEB3B653EBOA4BF373F5C5EF8C77970; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:28:41 GMT

Content-Type: text/html;charset=UTF-8
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<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Olagdaedl LciSy oYLaN ! 8,05y — Juseddl ol jLsI</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="ologlrall LSy YLaN| 5,03y — Jazasdl ol LGS />
<meta name="keywords" content="ologlrall Liiidy YLaNI 5,039 - Jomwddl of jLISI">
<meta name="format-detection" content="telephone=no">
<meta property="og:url" content="/account-type" />
<meta property="og:type" content="Website" />
<meta property="og:title" content="ologlrall Liidsy YLaNIl 5,03y — Jazas ]l ol LG />

<meta property="og:description" content="olaoglzedl iy SYLaV ! s40 5y — Josaddl ol jLSSI" />

<meta property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

share.png" />
<meta property="og:image:secure url" content="https://mcit-liferayqc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayuiS$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
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clay/__liferay_ /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/_liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-

clay/ liferay /exports/@clayuiSautocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$management-toolbar.js","@clayui/multi-sele

getRealUserId: function() {
return '20099';
} ’
getRemoteAddr: function() {
return ' 10.100.30.154";
} ,
getRemoteHost: function() {
return ' 10.100.30.154";
} ,
getScopeGroupId: function() {
return '20119';
} ’

Issue 2 of 6 TOC

Internal IP Disclosure Pattern Found
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/home

Entity: home (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

GET /home HTTP/1.1

Sec-Fetch-Site: none

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com
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Upgrade-Insecure-Requests: 1

Sec-Fetch-Mode: navigate

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept:

text/html, application/xhtml+xml, application/xml;g=0.9, image/avif, image/webp, image/apng,*/*;q=0.8,
application/signed-exchange;v=b3;qg=0.7

Sec-Fetch-User: 21

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: document

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=635B598C22E03A9CFB3F7DDDFCEC1274; Path=/; Secure; HttpOnly

Set-Cookie: COOKIE SUPPORT=true; Max-Age=31536000; Expires=Wed, 07 May 2025 09:26:52 GMT; Path=/;
Secure; HttpOnly

Set-Cookie: GUEST LANGUAGE_ID=ar_ SA; Max-Age=31536000; Expires=Wed, 07 May 2025 09:26:52 GMT;
Path=/; Secure; HttpOnly

Date: Tue, 07 May 2024 09:26:54 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta

Slagdradl scisy oYlay ! byl — duwasydi</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="olaoglsealdl Licisy Y Las¥! sy 5y — dwn Syl />
name="keywords" content="ologlrall LiiiSy OVLa¥!l 503y — Liws Sy Ji">
name="format-detection" content="telephone=no">
:url" content="/home" />
:type" content="Website" />
property="og:title" content="ologlzeall Lisily SYLad¥l 3,03y — L sy di"™ />
property="og:description" content="olaeglrall LiiiSy oYLas¥l by039 — LuwaSyIi" />
property="og:image" content="https://mcit-liferaygc.linkdev.com/o/mcit-theme/images/logo—-

share.png" />

<meta

property="og:image:secure_url" content="https://mcit-liferaygc.linkdev.com/o/mcit-

theme/images/logo-share.png" />

<link

rel="manifest" href="/o/mcit-theme/manifest.json">
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<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/_liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay_ /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ 1liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay /exports/@c

getRealUserId: function() {
return '20099°';
} ’
getRemoteAddr: function() {
return ' 10.100.30.154";
} ’
getRemoteHost: function() {
return ' 10.100.30.154";
} ’
getScopeGroupId: function() {
return '20119°';
} ’
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Internal IP Disclosure Pattern Found

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/individual-registeration

Entity: individual-registeration (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

5/9/2024

GET /individual-registeration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/client

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-
ZDNGS8OTIECFDg; _ga=GA1.1.128297136.1599395143;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; LFR_SESSION_STATE 20099=1715071579366;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; COOKIE SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

x-csrf-token: VIjAd6Jf

x-requested-with: XMLHttpRequest

sec-ch-ua-mobile: 20

x-pjax: true

Accept: */*

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=B2653273E5210639E1A1EE82BA4C2114; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:30:25 GMT

Content-Type: text/html;charset=UTF-8
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<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Ologlaoall duiisy oYLaN ! 3,03 — ol 481 Juaxwi</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="olaoglrall Luiisy oY LaSY! 5,039 — ol 41 Jumws" />
<meta name="keywords" content="oleglzell LiiiSy oYLay 1 b,05s — ol 431 Juma s>
<meta name="format-detection" content="telephone=no">
<meta property="og:url" content="/individual-registeration" />
<meta property="og:type" content="Website" />
<meta property="og:title" content=""loglaall duiiis SYLadV! 5,005 — of L8N Juyas" />
<meta property="og:description" content="olaeglrall dyidy SYLaNI 5,05 — ol ;81 Laws" />

<meta property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

share.png" />
<meta property="og:image:secure_url" content="https://mcit-liferayqc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$localized-input.js","@clayui/modal":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$empty-state.js","react":"/o/frontend-js-react-
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web/_liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-
clay/__liferay__ /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/ liferay /exports/@clayui$multi-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$provi

getRealUserId: function() {
return '20099';
} ,
getRemoteAddr: function() {
return ' 10.100.30.154";
} ,
getRemoteHost: function() {
return ' 10.100.30.154";
} ’
getScopeGroupId: function() {
return '20119';
} ’

4 of 6 TOC

Internal IP Disclosure Pattern Found

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/recruitment-options

Entity: recruitment-options (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

5/9/2024

GET /web/guest/recruitment-options HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/home/client

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
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_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_116486=1715073077970;
~ga=GA1.1.128297136.1599395143;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
ID=78692f674d56476771344b754c46314878394£5043513d3d; COMPANY_ ID=20096; COOKIE_SUPPORT=true;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzIINiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW4iLCIJwdWIsaWNLZXkiOiINSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0OtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVEWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENKd] Z2ysOM21qc3JSVBWA25EcT 1zbmx12nInYXozR3JtTCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUNJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDYkdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JIMK1VZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7gizl17d2vmGXnmc_trPTi01rO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelDIR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJUiaUH7oth95LOT3EgaiK4OtF1YVv64h528vIE7n7jIiliDK9RfXBNf1PO33WOPT5B4uDVPAAJNpL
8Wq_bivgBYpzfg5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyuIlYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; GUEST LANGUAGE ID=ar_ SA

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

x-csrf-token: MEQeGkLB

x-requested-with: XMLHttpRequest

sec-ch-ua-mobile: 2?0

x-pjax: true

Accept: */*

Accept-Language: en-US,en;qg=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=FS5FEF704BF4BA09031B6F515D64F384F; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:55:26 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title>

<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta
<meta

Slogleadl @Sy oYblaWl byl )y — dubgidi</title>
name="viewport" content="width=device-width, width=device-width" />
name="description" content="oloeglzall LyidSy oNLaS¥l 5,055 — cabeiI"™ />
name="keywords" content="olaeglrall Liiisy OYlai¥l 503 — ciubeidl ">

name="format-

property="og

share.png" />

<meta

property="og:

detection" content="telephone=no">

:url" content="/web/guest/recruitment-options" />
property="og:
property="og:
property="og:
property="og:

type" content="Website" />

title" content="olaoglrall Lidiy OVLaN!| 6,015 — dubyill" />

description" content="ologlraldl sy oYLla¥l b0 39 — dubeidl™ />

image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

image:secure url" content="https://mcit-liferayqc.linkdev.com/o/mcit-

theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">
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<meta content="text/html; charset=UTF-8" http-equiv="content-type" />

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$localized-input.js","@clayui/modal"™:"/o/frontend-taglib-
clay/ liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/fronte

getRealUserId: function() {
return '20099';
} ,
getRemoteAddr: function() {
return ' 10.100.30.154";
} ,
getRemoteHost: function() {
return ' 10.100.30.154";
} ’
getScopeGroupId: function() {
return '20119';
} ’

5/9/2024 204



Issue

5 of 6

Internal IP Disclosure Pattern Found

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/web/guest/home

Entity: home (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

5/9/2024

GET /web/guest/home?

p_p_id=com liferay login_web_portlet_ LoginPortlet&p_p_lifecycle=0&p_p_state=maximized&p_ p_mode=vi
ew&_com_liferay login_web portlet LoginPortlet_mvcRenderCommandName=%2Flogin%2Flogin&saveLastPath
=false HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/c/portal/login?p 1 id=129

Cookie: COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200

Transfer-Encoding: chunked

Connection: keep-alive

Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=83F99BB5369AC6AA3CDCTBA3BC14493D; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:04:14 GMT

Content-Type: text/html;charset=UTF-8

TOC
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<!DOCTYPE html>

<html class="rtl" dir="rtl" lang="ar-SA">

<head>

<title> Sloglaoldl Liisy oY Laiy ! b,05s — duwn sy lI</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="olaoglrall iy YLaN! b0 5y - Liwa sy />
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<meta name="keywords" content="olaogleedl Liidiy oYLaNI 503y — g Sy JI">

<meta name="format-detection" content="telephone=no">

<meta property="og:url" content="/web/guest/home?
p_p_id=com liferay login_web_portlet LoginPortlet&p p_lifecycle=0&p_p_state=maximized&p p_ mode=vi
ew&_com_liferay login web portlet LoginPortlet mvcRenderCommandName=%2Flogin%2Flogin&savelLastPath

=false"
<meta
<meta
<meta
<meta

/>

property="og
property="og
property="og
property="og

share.png" />

<meta

property="og

:type" content="Website" />

:title" content="ologlzall 1yidSy SVLa¥! 5,055 — s S />

:description” content="ologlrall dgiiliy oY lLasy

5yle — LSy di" />

:image" content="https://mcit-liferaygc.linkdev.com/o/mcit-theme/images/logo-

:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type"

/>

<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-
clay/_liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$localized-input.js","@clayui/modal™:"/o/frontend-taglib-
clay/ liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-

clay/__liferay /exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/__liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-

clay/ 1liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
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clay/__liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/ liferay /exports/@clayui$multi-select.js","@clayui/nav":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$time-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/_ liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/front

getRealUserId: function() {
return '20099°';
} ’
getRemoteAddr: function() {
return ' 10.100.30.154";
} ’
getRemoteHost: function() {
return ' 10.100.30.154";
} ’
getScopeGroupId: function() {
return '20119';
} ’

6 of 6 TOC

Internal IP Disclosure Pattern Found

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/recruitment

Entity: recruitment (Page)

Risk: It is possible to gather sensitive information about the web application such as usernames,
passwords, machine name and/or sensitive file locations

Causes: Insecure web application programming or configuration

Fix: Remove internal IP addresses from your website

Reasoning: AppScan discovered what looks like an internal IP address in the response.
Test Requests and Responses:

5/9/2024

GET /recruitment?isFresh=true HTTP/1.1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/c

Cookie: COOKIE SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY_ID=20096
Connection: Keep-Alive

Host: mcit-liferayqgc.linkdev.com

Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*;g=0.8

Accept-Language: en-US

HTTP/1.1 200
Transfer-Encoding: chunked
Connection: keep-alive
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Liferay-Portal: Liferay Digital Experience Platform

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Set-Cookie: JSESSIONID=05290F490FAOF0E6888471823A352D11; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:04:44 GMT

Content-Type: text/html;charset=UTF-8

<!DOCTYPE html>
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<html class="rtl" dir="rtl" lang="ar-SA">

<head>
<title> Ologlaedl LiiSy oY Laiy ! 8,05y — dabyildi</title>
<meta name="viewport" content="width=device-width, width=device-width" />
<meta name="description" content="oleglrall Liidsy YLaN| 5,05 — dubyi " />
<meta name="keywords" content="ologleell LiiiSy oYLai¥l byl s — cnbeidl">
<meta name="format-detection" content="telephone=no">
<meta property="og:url" content="/recruitment?isFresh=true" />
<meta property="og:type" content="Website" />
<meta propert stitle" content="oloeglzall LidSy oV Las¥! 5,055 — cubeii™ />
<meta property="og:description" content="olaeglzoall discisy Y LaN | by0 3y = dubeidl™ />

<meta property="og:image" content="https://mcit-liferayqgc.linkdev.com/o/mcit-theme/images/logo-

share.png" />
<meta property="og:image:secure_url" content="https://mcit-liferayqgc.linkdev.com/o/mcit-
theme/images/logo-share.png" />

<link rel="manifest" href="/o/mcit-theme/manifest.json">

<meta content="text/html; charset=UTF-8" http-equiv="content-type" />
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<script type="importmap">{"imports":{"react-dom":"/o/frontend-js-react-

web/_ liferay /exports/react-dom.js","@clayui/breadcrumb”:"/o/frontend-taglib-

clay/ liferay /exports/@clayui$breadcrumb.js","@clayui/form":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$form.js","@clayui/popover":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$popover.js","@clayui/charts":"/o/frontend-taglib-

clay/__ liferay /exports/@clayui$charts.js","@clayui/shared":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$shared.js","@clayui/localized-input":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$localized-input.js","@clayui/modal"™:"/o/frontend-taglib-
clay/__liferay /exports/@clayui$modal.js","@clayui/empty-state":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$empty-state.js","react":"/o/frontend-js-react-

web/ liferay /exports/react.js","@clayui/color-picker":"/o/frontend-taglib-
clay/__liferay_/exports/@clayui$color-picker.js","@clayui/navigation-bar":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$navigation-bar.js","@clayui/pagination":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$pagination.js","@clayui/icon":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$icon.js","@clayui/table":"/o/frontend-taglib-

clay/ liferay /exports/@clayui$table.js","@clayui/autocomplete":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$autocomplete.js","@clayui/slider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$slider.js","@clayui/management-toolbar":"/o/frontend-taglib-
clay/ 1liferay /exports/@clayui$management-toolbar.js","@clayui/multi-select":"/o/frontend-
taglib-clay/__liferay /exports/@clayuiSmulti-select.js","@clayui/nav":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$nav.js","@clayui/time-picker":"/o/frontend-taglib-
clay/__liferay /exports/@clayuiStime-picker.js","@clayui/provider":"/o/frontend-taglib-
clay/__liferay /exports/@clayui$provider.js","@clayui/upper-toolbar":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$upper-toolbar.js","@clayui/loading-indicator":"/o/frontend-
taglib-clay/__liferay /exports/@clayui$loading-indicator.js","@clayui/panel™:"/o/frontend-
taglib-clay/_liferay /exports/@clayuiS$panel.js","@clayui/drop-down":"/o/frontend-taglib-
clay/ liferay /exports/@clayui$drop-down.js","@clayui/list":"/o/frontend-taglib-
clay/__liferay_ /exports/@clayui$list.js","@clayui/date-picker":"/o/frontend-taglib-
clay/_liferay /exports/@clayui$date-picker.js","@clayui/label":"/o/frontend-ta

getRealUserId: function() {
return '20099';

} ,

getRemoteAddr: function() {

return ' 10.100.30.154";
} ,
getRemoteHost: function() {

return ' 10.100.30.154";

} ,

getScopeGroupId: function() {
return '20119';

} ,

SHA-1 cipher suites were detected @
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SHA-1 cipher suites were detected
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules
Entity: mcit-liferayqc.linkdev.com (Page)
Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform

transactions as that user
Causes: The web server or application server are configured in an insecure way

Fix: Change server's supported ciphersuites

Reasoning: AppScan determined that the site uses weak cipher suites by successfully creating SSL
connections using each of the weak cipher suites listed here.

Test Requests and Responses:

GET /o/js_resolve_modules?modules=frontend-js-spa-web%405.0.44%2Finit HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqc.linkdev.com/home

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-
ZDNGS8OTIECFDg; _ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga=GA1.1.128297136.1599395143; _ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF; COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_ SA
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive

Content-Length: 6078

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: no-cache

ETag: W/"d18b97c3-14£5-489a-90fa-791afa57880a"
Date: Tue, 07 May 2024 08:19:12 GMT
Content-Type: application/json;charset=UTF-8

{
"pathMap": {

"frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/ActionURLScreen",
"frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/RenderURLScreen",
"frontend-js-spa-web@5.0.44\/surface\/Surface": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/surface\/Surface",
"frontend-js-spa-web@5.0.44\/cacheable\/Cacheable": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/cacheable\/Cacheable",
"frontend-js-spa-web@5.0.44\/app\/LiferayApp": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/app\/LiferayApp",
"frontend-js-spa-web@5.0.44\/app\/App": "\/o\/js\/resolved-module\/frontend-js-
spa-web@5.0.44\/app\/App",
"frontend-js-spa-web@5.0.44\/screen\/EventScreen": "\/o\/js\/resolved-
module\/frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"frontend-js-web@5.0.97\/index": "\/o\/js\/resolved-module\/frontend-js-
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web@5.0.97\/index",

"frontend-js-spa-web@5.0.44\/route\/Route": "\/o\/js\/resolved-module\/frontend-
js-spa-web@5.0.44\/route\/Route",
"frontend-js-spa-web@5.0.44\/util\/utils": "\/o\/js\/resolved-module\/frontend-

js-spa-web@5.0.44\/util\/utils",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
web@5.0.44\/init",
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
"frontend-js-spa-web@5.
module\/frontend-js-spa-web@5.0.
}
"configMap": {

}
"resolvedModules": [

0.44\/util\/pathParser": "\/o\/js\/resolved-

44\ /util\/pathParser",

0.44\/screen\/HtmlScreen": "\/o\/js\/resolved-

44\ /screen\/HtmlScreen",

0.44\/init": "\/o\/js\/resolved-module\/frontend-js-spa-

0.44\/screen\/Screen": "\/o\/js\/resolved-

44\ /screen\/Screen",
0.44\/screen\/RequestScreen": "\/o\/js\/resolved-
44\ /screen\/RequestScreen"

"frontend-js-web@5.0.97\/index",

"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.
"frontend-js-spa-web@5.

1,

"moduleMap": {
"frontend-js-spa-web@5.

0.44\/surface\/Surface",
0.44\/util\/utils",
0.44\/util\/pathParser",
0.44\/route\/Route",
0.44\/cacheable\/Cacheable",
0.44\/screen\/Screen",
0.44\/app\/App",
0.44\/app\/LiferayApp",
0.44\/screen\/RequestScreen",
0.44\/screen\/HtmlScreen",
0.44\/screen\/EventScreen",
0.44\/screen\/ActionURLScreen",
0.44\/screen\/RenderURLScreen",
0.44\/init"

0.44\/screen\/ActionURLScreen": {

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils"

} ’
"frontend-js-spa-web@5.

0.44\/screen\/RenderURLScreen": ({

".\/EventScreen": "frontend-js-spa-web@5.0.44\/screen\/EventScreen"

} ’
"frontend-js-spa-web@5.

0.44\/surface\/Surface": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.

0.44\/cacheable\/Cacheable": {

"frontend-js-web": "frontend-js-web@5.0.97\/index"

} ’
"frontend-js-spa-web@5.

0.44\/app\/LiferayApp": {

"..\/surface\/Surface": "frontend-js-spa-web@5.0.44\/surface\/Surface",
"frontend-js-web": "frontend-js-web@5.0.97\/index",
"..\/util\/utils": "frontend-js-spa-web@5.0.44\/util\/utils",

".\/App": "frontend-js-spa-web@5.0.44\/app\/App"

} ’
"frontend-js-spa-web@5.

0.44\/app\/App": {

"..\/route\/Route": "frontend-js-spa-web@5.0.44\/route\/Route",
"..\/surface\/Surf

Verify that the site uses the cryptographically weak cipher suites listed here.

The following weak cipher suites are supported by the server:

Id Name SSL Version
51 TLS DHE _RSA WITH_AES 128 CBC_SHA TLS 1.2
57 TLS_DHE_RSA_WITH_AES 256 _CBC_SHA TLS 1.2
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Unsanitized user input reflected in JSON

Severity: Informational

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-forgot-password/v1.0/forgot-password

Entity: forgot-password (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

POST /o/mcit-forgot-password/vl.0/forgot-password HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/forgot-password/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: LFR_SESSION_STATE_20099=1715072894528;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;

_ gsas=ID=1755b564£4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 199

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{
"email": ">\"'><script>alert (4318)</script>",
"registerNumber": ">\"'><script>alert (4318)</script>",
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"userType": ">\"'><script>alert (4318)</script>",
"recaptcha token": ">\"'><script>alert (4318)</script>"
}

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 551

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=02A9B6B44E7DF49CFE7FD0B233534676; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:52:39 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"detail": "Cannot deserialize value of type “java.lang.Integer from String

\">\"'><script>alert (4318)</script>\": not a valid “java.lang.Integer  value\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 110] (through

reference chain: com.linkdev.mcit.forgot.password.dto.vl 0.ForgotPasswordObject[\"userType\"])",
"status": "BAD_REQUEST",
"title": "Unable to map JSON path \"userType\" with value \">\"'><script>alert (4318)</script>\"

to class \"Integer\"",
"type": "InvalidFormatException"

}

2 of 9

Unsanitized user input reflected in JSON

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration

Entity: individualRegistration (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
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_ga_07TBBJNX97=6S1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_20099=1715071587281;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Content-Length: 938

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"firstName": ">\"'><script>alert(1610)</script>",
"firstNameAr": ">\"'><script>alert(1610)</script>",
"lastNameAr": ">\"'><script>alert(1610)</script>",
"lastName": ">\"'><script>alert(1610)</script>",
"birthDate": ">\"'><script>alert(1610)</script>",
"gender": ">\"'><script>alert(1610)</script>",
"nationalityCode": ">\"'><script>alert(1610)</script>",
"currentCountryCode": ">\"'><script>alert(1610)</script>",
"cityCode": ">\"'><script>alert(1610)</script>",
"identityId": ">\"'><script>alert(1610)</script>",
"identityType": ">\"'><script>alert(1610)</script>",
"userType": ">\"'><script>alert(1610)</script>",
"recaptchaResponse": ">\"'><script>alert (1610)</script>",
"password": ">\"'><script>alert(1610)</script>",
"re-password": ">\"'><script>alert(1610)</script>",
"isNafazAccount": ">\"'><script>alert(1610)</script>",
"email": ">\"'><script>alert(1610)</script>",
"mobilePhone": ">\"'><script>alert(1610)</script>",
"locale": ">\"'><script>alert(1610)</script>"

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 534

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=0A14535CD1711B6DA2AB3AFBEF493CC8; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:34:43 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"detail": "Cannot deserialize value of type ‘java.lang.Boolean  from String
\">\"'><script>alert (1610)</script>\": only \"true\" or \"false\" recognized\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 253] (through

reference chain: com.linkdev.mcit.registration.dto.vl 0.UserObject[\"gender\"])",
"status": "BAD_REQUEST",
"title": "Unable to map JSON path \"gender\" with value \">\"'><script>alert(1610)</script>\" to

class \"Boolean\"",

"type": "InvalidFormatException"

Issue 3 of 9
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Unsanitized user input reflected in JSON

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplicationtypes

Entity: recruitmentapplicationtypes (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

GET
/o/c/recruitmentapplicationtypes?restrictFields=%3E%22%27%3E%3Cscript%3Ealert%285762%29%3C%2Fscri
pt%$3E&pageSize=%3E%22%27%3E%3Cscript%3Ealert%$285762%29%3C%2Fscript$3E HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
LFR_SESSION_STATE_116486=1715073208993; _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
~ga=GA1.1.128297136.1599395143; ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;
GUEST_LANGUAGE_ID=ar_ SA;
LiferaydWTToken=eyJ0eXAi0iJKV1QiLCJhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxMTYOODYiLCIyb2x1cyI6W3t9LHLIXSwi
bmFtZSI6ImFwcHN]YW41iLCIJwdWJIsaWNLZXkiOiJNSULCSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZ0tDQVEFFQ
WAKUW13RVV3Z1kwWENNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1d3S21INTEVtWFo5NH12Q1Rmb21KNkRj Ykt SeldMaDdwWUSYV]
NxZU9sYVNQOG14SjhyRkh2bU45SXhGKOptR2NENkd] Z2ys0M21ge3JSVBWA25Ec] 1zbmx1Z2nJInYX0zR3Jt TCtVenNYdSt TOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4Wn1lkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZ2t0
MkdidTI5c2xWUnJVSHNcLzIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFejNCUVNDY kdRRVppZ2NEJHRrO
WRWU1pQTUdLdFduczZleHZpMkpGeCszR2JMK1VZMIRiIWW11KzBSZVQ4SG1DaThBQONWR3piR3dJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1lsIjoidmVwYXBpMjg2MOByZWhlemIuY29tIn0.Su2RAp0fTmyt3hVNREy1sLS1DF7VKVOq acAVYWR--
I_
GZFw7giz17d2vmGXnmc_trPTi01lrO0pDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1R559E2YNOPOQFHOf7Z
8WbFWoFCLJAFUOgKAONJU_aUH700Vh95L0T3EgaiK40tF1YVv64h528vIE7n_jIil DKOREXBNf1PO33wOPT5B4uDVPAAJNDL
8Wq_bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
ThbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHGVX10IrUy-J4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD839EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 400

Connection: close

Content-Length: 141

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Set-Cookie: JSESSIONID=971D6D39CAC0361C80C9633110A521DE; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 09:58:15 GMT

Content-Type: application/json

{
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"status": "BAD_REQUEST",
"title": "For input string: \">\"'><script>alert(5762)</script>\"",
"type": "NumberFormatException"

}

4 of 9

Unsanitized user input reflected in JSON

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/js_resolve_modules

Entity: modules (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

GET /o/js_resolve modules?modules=frontend-js-alert-support-
web%402.0.13%2Findex%3Cscript%3Ealert%286971%29%3C%2Fscript%3E HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration
sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"
Cookie: _ga_ KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga=GA1.1.128297136.1599395143; LFR_SESSION_STATE_20099=1715071585564;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_O7TBBJNX97=GSl.1.1705405770.19.0.1705405770.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: keep-alive

Host: mcit-liferaygc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 200

Connection: keep-alive

Content-Length: 194

X-Content-Type-Options: nosniff

Keep-Alive: timeout=20

Cache-Control: private

Cache-Control: no-cache

ETag: W/"d18b97c3-14f5-489a-90fa-791afa57880a"
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Set-Cookie: JSESSIONID=DBF6ESE2F43E23BDCC2178B73EBAFA4E; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:33:35 GMT
Content-Type: application/json;charset=UTF-8

{
"pathMap": {

}
"configMap": {

}
"resolvedModules": [

1,
"moduleMap": {

by
"errors": [
"Missing required module 'frontend-js-alert-support-
web@2.0.13\/index<script>alert (6971)<\/script>"'"

1,
"moduleFlags": {

}

5 of 9

Unsanitized user input reflected in JSON

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration

Entity: ->"gender" (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE_20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
_ga_NlTBFH7DS6=GSl.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF

Connection: keep-alive

Host: mcit-liferaygc.linkdev.com
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Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"
sec-ch-ua-mobile: 20

Content-Length: 1266

Accept: application/json, text/plain, */*
Origin: https://mcit-liferayqgc.linkdev.com
Accept-Language: en-US,en;qg=0.9
Sec-Fetch-Dest: empty

Content-Type: application/json

"firstName": "appscan",
"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\ul646",
"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",

"gender": " <script>alert (7101)</script>",
"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2df947",
"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": 1,

"recaptchaResponse":

"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8 fLJaLv_V4Rcby]jl1HWuPSMV1Kpu_ 1gxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgqepBF2DNPHyaut01vfREZz1cZOyblEI2jOVESLmVku2 fNkVzR~
%xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2L9BHTc1NmCmlv751 IBkUO4Fu8GRICtEIQMIVGEgs VuHUUXnBgB570Gx
nFMB84MYSF8_ -ZDDAFQEa5nCrAJ6jmSny djdkz47R4PKFQS4SCLpImMZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1QNInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gRj0RK12sZbVbDx97Rcz44HDn_N84zbUi6U5S2n
Ms1fFwOnONy12Me00AVNNGfApPEofZhrjOUwIAO2N8a5_32eQebu3LJtyWiro3gqwOVHELEOjsYZrY3rgLgVdtsgeC6jucdalNk
JRM6A5DJIYrg2HBCL1iWgXwddiTewpsbNrOULk6kdTgms65DUxJERTwz0vIi7z0lup bAImIntJvKBuZ-9Wv-
PFbdJO9vZgFnOSEtbD 37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39ek20f7LGZdgh50205PS_E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",

"re-password": "P@sswOrd",

"isNafazAccount": false,

"email": "vepapi2863@rehezb.com",

"mobilePhone": "+966 11 888 6660",

"locale": "ar_SA"

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 524

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=DCO3BE333FC480C6D92550E989BEC04C; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:34:42 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"detail": "Cannot deserialize value of type “java.lang.Boolean' from String \"<script>alert (7101)
</script>\": only \"true\" or \"false\" recognized\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 163] (through

reference chain: com.linkdev.mcit.registration.dto.vl 0.UserObject[\"gender\"])",
"status": "BAD_REQUEST",
"title": "Unable to map JSON path \"gender\" with value \"<script>alert (7101)</script>\" to class

\"Boolean\"",

"type": "InvalidFormatException"

Issue 6 of 9
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Unsanitized user input reflected in JSON

Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration

Entity: ->"isNafazAccount" (Global)

Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to
impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature

found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

5/9/2024

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION STATE 20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
Aiqsas=ID=l755b564f4af5420:T=17Ol520365:RT=1701520365:S=ALNIiMaTXOVHpKBerX—ZDNGS8OTIECFDg;
_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; COOKIE SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1265

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"firstName": "appscan",

"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\u0646",

"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",

"gender": true,

"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2df947",

"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": 1,

"recaptchaResponse":

"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8 fLJaLv_V4Rcbyjl1HWuPSMV1Kpu_ 1gxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgepBF2DNPHyaut01vfREZz1cZOyblEI2jOVESLmVku2 fNkVzZR-
xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2LOBHTcINMCm1lv751IBkUO4Fu8GR1ICLtEjQMIVGEgs_VuHUuXnBgB570Gx
nFMB84MYSF8_ -ZDDAFQEa5nCrAJ6jmSny djdkz47R4PKFQS4SCLpImMZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1QNInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gRj0RK12sZbVbDx97Rcz44HDn_N84zbUi6U5S2n
Ms1fFwOnONy12MeO00AVNNGfApEofZhrjOUwIAO2N8a5_32eQebul3LityW9ro3qwOVHELEO]jsYZrY3rgLgVdtsgeC6jucdalNk
JRM6A5DJIYrg2HBCL1iWgXwddiTewpsbNrULk6kdTgms65DUxJERTwz0vIi7z0lup bAIlmIntJvKBuZ-9Wv-
PFbdJO9vZgFnOSEtbD _37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39%9ek20£f7LGZdgh50205PS_E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",
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"re-password": "P@sswOrd",

"isNafazAccount": " <script>alert (7331)</script>",
"email": "vepapi2863Q@rehezb.com",

"mobilePhone": "+966 11 888 6660",

"locale": "ar_ SA"

}

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqgc.linkdev.com
Content-Length: 541

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=BBAA6828D3600806E49D8A237C50E9F2; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:36:02 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"detail": "Cannot deserialize value of type 'java.lang.Boolean' from String \"<script>alert (7331)

</script>\": only \"true\" or \"false\" recognized\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 1153] (through

reference chain: com.linkdev.mcit.registration.dto.vl 0.UserObject[\"isNafazAccount\"])",
"status": "BAD_REQUEST",
"title": "Unable to map JSON path \"isNafazAccount\" with value \"<script>alert (7331)</script>\"

to class \"Boolean\"",
"type": "InvalidFormatException"

}
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Unsanitized user input reflected in JSON
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-registration/v1.0/individualRegistration
Entity: ->"userType" (Global)
Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature
found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

POST /o/mcit-registration/vl.0/individualRegistration HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36
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Referer: https://mcit-liferaygc.linkdev.com/individual-registeration/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0; LFR_SESSION_STATE 20099=1715072401645;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwWLrX-ZDNGS8OTIECFDg;
_ga_NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0; COOKIE_SUPPORT=true;
GUEST_LANGUAGE_ID=ar_SA; JSESSIONID=CB89AFECOBE460CC720DF1EQ03F3740DF

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 1269

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

"firstName": "appscan",

"firstNameAr": "\u0627\u0628\u0633\u0643\u0627\u0646",

"lastNameAr": "\u062a\u0633\ul62a",

"lastName": "test",

"birthDate": "05-01-2024",

"gender": true,

"nationalityCode": "7",

"currentCountryCode": "a5850948-fc7e-eell-a46d-000d3a2df947",

"cityCode": "",

"identityId": "11122324",

"identityType": 753240002,

"userType": " <script>alert (7247)</script>",

"recaptchaResponse":
"03AFcWeASmBellXrnrT8saLAPe3vE167CAe3LvbRrPeWbWd0d8fLJaLv_V4RcbyjlHWuPSMV1Kpu_ lgxM9hIXpZlypL55gZR
y-PCv1pd8mOwWAVFOFgepBF2DNPHyaut01vfREz1cZOyblEI2jOVESLmVku2 fNkVZR-
xCUsh8cd7RegyCD1RR21LcXbyreZDXwt01UjDn5w2L9BHTc1INMCmlv751IBkUO4Fu8GRICtEjQMOVGEfgs_ VuHUuXnBgB570Gx
nFMB84MYSF8_-ZDDAFQEa5nCrAJ6jmSny _djdkz47R4PKFQS4SCLpImZ_-8bllp-
AOX73ZpwEWMug8uhm4bDL1ONInnpHOKfShzxrLMArkmfbCVndFFTqzBIg2gRjO0RK12sZbVbDx97Rcz44HDn_N84zbUi6U552n
Ms1fFwOnONyl12MeO0O0AVNNGEfApEofZhrjOUwWIAO2N8a5_32eQebul3LJtyW9ro3qwOVHELEO]sYZrY3rgLgVdtsgeC6jucdalNk
JRM6AS5DJIYrg2HBCL1iWgXwddiTewpsbNroULk6kdTgms65DUxJERTwz0vIi7z0lup bAImIntJvKBuz-9Wwv-
PFbdJO9vZgFnOSEtbD_37m2X1v1F-ukTm66FGrKwy3ggdIXwRbpCOK39%9ek20£f7LGZdgh50205PS_E-
tSWz4BPfgEkYsyiuztBeyCJg-6EBJagbvL3sn_fEkPolRjUFDPWm3Ke7ylOw",

"password": "P@sswOrd",

"re-password": "P@sswOrd",

"isNafazAccount": false,

"email": "vepapi2863Q@rehezb.com",

"mobilePhone": "+966 11 888 6660",

"locale": "ar_SA"

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 528

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=DODEF4078436170FB88E5CD3F709973F; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:35:35 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

"detail": "Cannot deserialize value of type “java.lang.Integer ' from String \"<script>alert (7247)
</script>\": not a valid ‘java.lang.Integer ' value\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 324] (through
reference chain: com.linkdev.mcit.registration.dto.vl_0.UserObject[\"userType\"])",

"status": "BAD REQUEST",

"title": "Unable to map JSON path \"userType\" with value \"<script>alert (7247)</script>\" to
class \"Integer\"",

"type": "InvalidFormatException"

223



Issue 8 of 9 TOC

Unsanitized user input reflected in JSON
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/mcit-forgot-password/v1.0/forgot-password
Entity: ->"userType" (Global)
Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature
found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

POST /o/mcit-forgot-password/v1.0/forgot-password HTTP/1.1

Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferayqgc.linkdev.com/forgot-password/

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: LFR_SESSION_STATE 20099=1715072894528;
_ga_QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
_ga_07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;

_ga NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
_ga_KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0; _ga=GA1.1.128297136.1599395143;

_ gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
COOKIE_SUPPORT=true; GUEST_LANGUAGE_ID=ar_ SA; JSESSIONID=CB89AFECOBE460CC720DF1E03F3740DF
Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 20

Content-Length: 834

Accept: application/json, text/plain, */*

Origin: https://mcit-liferayqgc.linkdev.com

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

Content-Type: application/json

{

"email": "vepapi2863Q@rehezb.com",

"registerNumber": "",

"userType": " <script>alert (7397)</script>",

"recaptcha_token": "03AFcWeA4v1dQH 9UnA5U-
gqiyvhlwNaAqyp6P2miW7y2zdT4cfnsNCTv3pXUCmN5gszHmI4GFn8hUgxXY6PLXY5eQ2 62qgdklxR_CXTjbKZ7xCw2Zmr6pnsE
v5BOUZDY8yqJBtHGyZsjD2pJFnA_ByQyC-

Zg0SkhxpP7FwlcbF9ul4SKAod clhngNDIyNagX1An6CrijXYidLxcQDiRHU gv639-
0LOnUJjS6rA2IhZaWGabxQdwnzQxnB UwAHT3GEEUxbb-CfHj9nh40SUTMCRzN34jM-n1]j8-80KV-]j6GKBdvsiT49A3BJH2~
RhOR3sRBa53IGvI1ELBVN22r1dXfvR9Cj82qj_oYOelBsritzaz9aOuwZHVIBL5y8YrZqgOZrUi jNwAgGnOTbLDNCcgEOTZrNgOR3
oBgkJ5VNkBom9GGImlt5w_WhoSIxUX2khce8kggXZDgSagqCCO74F5bL3wOldzgeRt90aTIHczAfE8Udx49rDacXQI1ckMPGGed
pwrhKAPC94QBcI20BLA4S1GoCNgaj47r3bjrONIx5IShJ7epOFUlsCHhMRH Pun-—
9BaaYLcU7SAJ9yXzabqpgHhvTTbOygMZiR8alXRFql 6b31MK8g2xAcGMBWkn4HEYuD-
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LLEBsoBj 6VW5_LBTdtcKm5GDr7G5SOIG8kmD6WWGCQ2WO8y84pEz2fjulxrZ1pV4SJIQKNfzbl1XGc"
}

HTTP/1.1 400

Connection: close

Access-Control-Allow-Credentials: true
Access-Control-Allow-Origin: https://mcit-liferayqc.linkdev.com
Content-Length: 540

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Access-Control-Allow-Headers: *

Set-Cookie: JSESSIONID=16366D4E740967CD54F4ACC632A83D98; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:36:31 GMT
Access-Control-Allow-Methods: *

Content-Type: application/json

{
"detail": "Cannot deserialize value of type “java.lang.Integer ' from String \"<script>alert (7397)

</script>\": not a valid ‘java.lang.Integer ' value\n at [Source:
(org.apache.cxf.transport.http.AbstractHTTPDestination$l); line: 1, column: 65] (through

reference chain: com.linkdev.mcit.forgot.password.dto.vl_0.ForgotPasswordObject[\"userType\"])",
"status": "BAD_ REQUEST",
"title": "Unable to map JSON path \"userType\" with value \"<script>alert (7397)</script>\" to

class \"Integer\"",
"type": "InvalidFormatException"

}
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Unsanitized user input reflected in JSON
Severity:

CVSS Score: 0.0

URL: https://mcit-liferayqc.linkdev.com/o/c/recruitmentapplicationtypes
Entity: pageSize (Global)
Risk: It may be possible to steal or manipulate customer session and cookies, which might be used to

impersonate a legitimate user, allowing the hacker to view or alter user records, and to perform
transactions as that user

Causes: Sanitation of hazardous characters was not performed correctly on user input

Fix: Review possible solutions for hazardous character injection

Reasoning: The test result seems to indicate a vulnerability because the Global Validation feature
found an embedded script in the response, which was probably injected by a previous test.

Test Requests and Responses:

GET /o/c/recruitmentapplicationtypes?
restrictFields=creator,actions&pageSize=100000%3Cscript%3Ealert%287713%29%3C%2Fscript%3E HTTP/1.1
Sec-Fetch-Site: same-origin

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/124.0.0.0 Safari/537.36

Referer: https://mcit-liferaygc.linkdev.com/recruitment?isFresh=true

sec-ch-ua: "Chromium";v="124", "Google Chrome";v="124", "Not-A.Brand";v="99"

Cookie: _ga_ QYNNTJQ6GM=GS1.1.1713806037.3.0.1713806037.0.0.0;
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__gsas=ID=1755b564f4af5420:T=1701520365:RT=1701520365:S=ALNI_MaTXOVHpKBwLrX-ZDNGS8OTIECFDg;
LFR_SESSION_STATE 116486=1715073208993; _ga KLXX5BX6KP=GS1.2.1705399938.13.1.1705400542.0.0.0;
LFR_SESSION_STATE_20099=1715073020896; _ga_ 07TBBJNX97=GS1.1.1705405770.19.0.1705405770.0.0.0;
~ga=GA1.1.128297136.1599395143; _ga_ NITBFH7DS6=GS1.1.1702916994.4.1.1702918479.0.0.0;
COOKIE_SUPPORT=true; ID=78692f674d56476771344b754c46314878394£5043513d3d;

GUEST LANGUAGE_ID=ar SA;
LiferayJWTToken=eyJ0eXAiOiJKV1QiLCJIhbGciOiJSUzI1INiJ9.eyJzdWIiOiIxXMTYOODYiLCIyb2x1cyI6W3t9LHEIXSwi
bmFtZSI6IMFwcHN]YW4iLCIwdWIsaWNLZXkiOiJNSULICSWpBTkJdna3Foa2lHOXcwQkFRRUZBQUODQVE4QU1JSUJDZOtDQVFEFQ
WAKUW13RVV3Z1kwWFNNeDgwUOpYMzMyckluUXcxYVZ0Q31aV1ld3S21INTEVEtWFo5SNH12Q1Rmb21KNkRj Ykt SeldMaDAdwWUSY V)
NxZU9sYVNgOG14SjhyRkh2bU45SXhGKOptR2NENkdjZysO0M21gc3JjSVBWA25Ec]lzbmx1ZndnYXozR3JtTCtVenNYdStTOWd
OVWZzcGlsbzVhRXJVTkJEalliOWVINOFgZDhUeVV4WnlkaFZDWUZGNmMJIZXC8xenFrOHFGcXZLekNcL2RaOVplZDNBc3dPZz2t0
MkdidTI5c2xWUnJVSHNcLzJIxOUFDU3ZLcXF1INVwveTBuU2JiRmRncl1BiY2xrbl10b0M0SzJFe jNCUVNDY kdRRVppZ2NEdHRrO
WRWU1pQTUdLdFduczZ1leHZpMkpGeCszR2JMKIVZMIRiWW11KzBSZVQ4SG1DaThBQONWR3piR3AJREFRQUIiILCJ1eHAIOFE3MT
UwNzMzNzAsImVtYW1sIjoidmVwYXBpMjg2MOByZithlemIuY29tIn0.Su2RApO£Tmyt3hVNREy1sLS1DF7VKVOq_ acAVYWR--
I-
GZFw79giz17d2vmGXnmc_trPTi0lrOpDujkPfvgwBiinYcUmM41MEaBgFK1x9BrdBA4UrNAhZtmUelD1IR559E2YNOPOQFHO£7Z
8WbFWOFCLJAFUOgKAOnJU_aUH7oth95LOT3EgaiK40tF1YVV64h528vIE7n_jIil_DK9RfXBNf1PO33wOPT5B4uDVPAAJNpL
8Wg bivgBYpzfq5Fbx1YUOOQ6FF5V-mz5G-
TbFuiOYaMEDZXPO4tuw6bVbbaSxuyulYLfaAThEPZdfDt0ugqWn092HTHgVX10IrUy-j4A;
JSESSIONID=7BD2E866456FB3087B3CA0539AD83%EF; COMPANY ID=20096

Connection: keep-alive

Host: mcit-liferayqgc.linkdev.com

Sec-Fetch-Mode: cors

sec-ch-ua-platform: "Windows"

sec-ch-ua-mobile: 2?0

Accept: application/json, text/plain, */*

Accept-Language: en-US,en;g=0.9

Sec-Fetch-Dest: empty

HTTP/1.1 400

Connection: close

Content-Length: 142

X-Content-Type-Options: nosniff

Cache-Control: no-cache, no-store

Set-Cookie: JSESSIONID=0241CB020D8D547A7621DB260BADA2D3; Path=/; Secure; HttpOnly
Date: Tue, 07 May 2024 10:50:44 GMT

Content-Type: application/json

"status": "BAD_REQUEST",
"title": "For input string: \"100000<script>alert (7713)</script>\"",
"type": "NumberFormatException"
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